ST BT RATRRBUR
E-Banking Privacy Policy of China CITIC Bank

FRAS R AT HE: 2025 4E 01 A 10 H
Issuance date: January 10, 2025
FRASA L H . 2025 4E 01 A 10 H
Effective date: January 10, 2025

HEEATIRM A IR A QAN B R k. bRt i s OGRS 10 St 1 58 6-30
J&. 32742 [ LAUREIRR “IAT” B “RAT7 O O AEEEAA P RN NG B,
(7 B AT AR VAT R IR 2 ) 22 A IR AP R TSR ORAP A NE B . R RAT R FRITIR
i, BATKIZR P ERIT R FRITRABER (UTHER “EKBEE” ) ABERMAEER.
FBUR 5B ERARRIT B FRITIRG UL ZRS T AFEN &L ST B EMER, FE
B RABATH=MBIRS I FHNE, HHNGELRTERLBERIEHNAZS, I
BREABERKNE SN AE L RERE. X TYRAEIN R R AR REIRITHRES
EEAR, XEXKERAFEIEERRAERINER. AREIES SN EBEKA
BFHEEMSER . RRRE, FHRARIT. WRERWE 18 A%, FEIFSHIMET A
IS R T B BEABUR, FHRRRIVERCR BN 2K

China CITIC Bank Co., Ltd. (registered address and contact address: Floor 32-42, Floor 6-30,
Building 1, No.10 Courtyard, Guanghua Road, Chaoyang District Beijing, Beijing; hereinafter
referred to as “we”, “us” or “our”) attaches great importance to the privacy and the protection of
personal information of users. We undertake to take appropriate security measures according to
law to protect your personal information. When you use our e-banking services, we will
process your personal information in accordance with the E-Banking Privacy Policy of
China CITIC Bank (hereinafter referred to as “this Policy”). This Policy is closely related
to our e-banking services and various business functions included therein you use. We hope
you can read it carefully before using our products or services, and acknowledge that you
have fully understood the contents contained herein, so that you can make an informed
choice under the guidance of this Policy. Important clauses relating to your rights,
exemption and limitation of our liabilities have been highlighted in bold to draw your
attention. If you have any questions, comments or suggestions about the content of this
Policy, please feel free to contact us. If you are under the age of 18, please read this Policy
in the presence of your parent or other guardian, and pay special attention to the terms of
use for minors.
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I. How we collect and use your personal information
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(1) How to collect information
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To provide you with services and ensure the security of your using of our e-banking services
(online banking service, mobile banking service, portal website service and WeChat banking
service), we will collect information entered by you during your use of or generated by your use
of our e-banking services.
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1. When you sign up for e-banking services, according to laws, regulations and regulatory
requirements, we will collect your mobile phone number and SMS verification code to help
you complete e-banking registration. If you refuse to provide such information, you may not be
able to sign up for e-banking services or use our services normally.
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2. When you use e-banking functions or services, you can choose whether to provide us with or
authorize us to collect personal information required for the corresponding service in the
following situations. Your refusal to provide information required for some functions or
services may prevent you from using such functions or services, but this will not affect your
normal use of other e-banking functions or services.
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(1) When you register as a user with us, you need to provide your own mobile phone number and
set a login password, and we will verify whether your identity is valid by sending you an SMS
verification code.
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When you use our services, you need to provide your own mobile phone number, and we will
verify whether your identity is valid by sending you an SMS verification code. According to
relevant laws and regulations, you need to go through multifactor authentication before you can
use some of our services (including money transfer and remittance, payment, purchase of wealth
management products, fund, insurance, trust and asset management plans, loan and overseas
finance). If you need to use such services, you need to provide more information (including
name, ID certificate, card number and mobile phone number) to complete multifactor
authentication. Meanwhile, to verify the accuracy and completeness of the information you
provide, we will check with the state agencies, financial institutions, enterprises and institutions
that legally retain your information. If we need to collect your information from the
aforementioned verification agencies during the verification process, we will require the relevant
verification agencies to explain the source of their personal information in accordance with laws
and regulations, confirm the legitimacy of the source of personal information, and learn about the
scope of authorization and consent for the processing of personal information that such agencies
have obtained.
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(2) When you choose to log in with your login name and password, you can do that with your
mobile phone number/ID number/bank card number/email account and password, and we
will verify the validity of the login information you provide. If you forget your login password
and need to reset it, we need to verify your identity information, including mobile phone
number, 1D certificate number, bank card number, email address (to be verified only when
you use the email address to recover the login password), name, ID certificate type, SMS
verification code, transaction password (or expiration date of credit card, symbol on the
back of card) and new login password. If you do not provide the above information, you will
not be able to retrieve your login password, but this will not affect your normal use of e-banking
functions or services available to you without logging into an account.
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(3) If you choose to log in, transfer money or make payment via fingerprint, voiceprint or facial
recognition functions in mobile banking, you need to provide us with your fingerprint, voice
and/or face image. You can turn on or off related functions in the “Security Center” of mobile
banking. We will not collect your fingerprint, which will only be stored on the device which is
authorized by you to collect fingerprints. The voiceprint and face feature information collected



by us with your express consent will be encrypted and stored in the background database of our
information system.
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For the local biometric authentication capabilities on mobile terminals of certain brands or
models, such as face recognition, the biometric information is processed by the mobile terminal
provider, and we will not retain or otherwise process the information stored in the relevant
functions of your mobile terminal.
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(4) When you log in to mobile banking with an authorized third-party account (such as WeChat
/Apple ID/Alipay), we may obtain the account information (such as avatar, nickname)
whose sharing is permitted by you to share from a third party within the scope of your
authorization. You can choose whether to authorize us to collect information and bind your
third-party account to your CITIC Pass after you agree to the granting of permission and this
Policy. Meanwhile, please read the privacy policy and/or customer (registration) agreement of
the relevant third party carefully. You can turn on or off the third-party account login and query
the third-party account binding history via the “CITIC Pass Settings” under the “Settings”
function of mobile banking.
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Please note that the above-mentioned third-party account service providers may have their
privacy policies, and the use thereof is not bound by this Policy. If your legal rights are
damaged due to your consent to the collection of information by a third-party account
service provider, the relevant third-party account service provider shall bear the resulting
legal responsibilities.
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(5) When you use the functions involving phonebook on mobile banking, such as transfer via
mobile phone number (that from China Mobile, China Telecom or China Unicom), phone bill
recharge, and SMS notification for remittance, we only obtain the information of the contacts



selected by you from the phonebook, and transmit it in an encrypted manner to prevent
malicious interception. If you refuse to grant permission, transfer via mobile phone number and
other functions are still available, but the mobile phone number needs to be entered manually.
Mobile banking only reads and records designated mobile phone numbers, but does not read the
full phonebook. Our background system only stores designated mobile phone numbers.
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(6) When you use such collection and payment functions as transfer and remittance, payment via
account number, payment via QR code, transfer via mobile phone number and transfer from
cards of other banks, you need to provide the mobile phone number, name, bank card
number/account information of the counterparty, and may be required to provide your name,
mobile phone number, ID certificate type and ID certificate number to verify your identity
and use the payment services of the above functions. In addition, we will also collect transaction
records relating to your payments or receipts for the convenience of your inquiry. For relevant
specific matters, the E-banking Personal Customer Service Agreement of China CITIC Bank that
you agree to sign when you register for mobile banking shall apply.
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(7) When you use personal foreign exchange services (including foreign exchange settlement
and sales, cross-border remittances), as required by the Foreign Exchange Transaction Data
Collection Rules for Financial Institutions of the State Administration of Foreign Exchange, we
need to collect your name, 1D certificate number, opening bank and bank card number, and
you are required to authorize us to provide such information to the State Administration of
Foreign Exchange. Furthermore, when you use the cross-border remittance function, you are
required to provide the remitter’s name, remitter’s address, payment account number,
mobile phone number, and the payee’s name, payee’s account number and receiving bank
of the beneficiary, according to the message requirements of the Society for Worldwide
Interbank Financial Telecommunications (SWIFT). After obtaining your authorization, our
mobile banking will transmit the information to overseas institutions, including SWIFT,
correspondent banks and receiving banks.
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(8) When you use the real-name authentication service provided by our mobile banking, you need
to provide your name, ID certificate type, ID certificate number and bank card
number/account number, and may need to provide the information for facial recognition
authentication. We will verify the validity of the relevant information through account number
verification/card password.
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(9) When you use the search service provided by mobile banking, we will collect your search
keywords to provide you with more accurate search results. If your search keywords cannot
identify you alone, such information is not your personal information. To provide you and other
users with more efficient search services, we have the right to use such information. Only when
your search keywords can identify you if used in combination with other information about you,
your search keywords will be treated as your personal information during the combined use, and
processed and protected together with your search history according to this Policy.
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(10) When you use branch appointment and location-based city services, we will collect your
location information to provide you with the services available at your location.
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(11) When you manage information through mobile banking, including changing login password
or payment/transfer via fingerprint/face recognition, we will verify your original login password,
transaction password, reserved mobile phone number and SMS verification code. You can
unbind the device through the “Security Center” of mobile banking.
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(12) When you use the transaction reminder through non-counter channels, we will collect your
account and transaction information to send you timely notifications of the movement of funds
and related transactions in your account.
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(13) When you use online banking and mobile banking services, we will collect your transaction



information and create a list of payees to simplify your transfer operations. If you choose to use
an SMS dynamic password as a security authentication tool, we will send an SMS dynamic
password to your mobile phone number signed up for online banking and mobile banking
transaction verification.
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(14) When you make purchases from merchants on the China CITIC Bank App, we need to
manage merchants in accordance with laws, regulations and regulatory requirements to prevent
cash-out or fraud risks. Therefore, we will collect directly or from merchants your transaction
information, including transaction amount, transaction object, transacted commodity,
transaction time, and order information (if any).
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(15) To provide you with a better user experience, we will extract the characteristics of your
preferences based on your device information (including device platform, device manufacturer,
device brand, device model, system version, mobile equipment identifier, unique device identifier
IDFA/OAID/AAID, device serial number, running application and process information) and
service logs after de-identification, and rely on user portrait based on characteristic tags to
display commaodity information in an optimal manner and push related content and services. The
description of the characteristics of the personal information subject in the user portrait shall not
include obscene, pornographic, gambling, superstitious, terrorist or violent content, or content
that indicates discrimination against ethnicity, race, religion, disability or disease. The user
portrait will not infringe upon your legitimate rights and interests, and will not be used in a way
that may endanger public safety, advocate terrorism or ethnic discrimination, or disrupt the
socio-economic order. Please note that the user portrait cannot accurately identify a specific
natural person, and separate device information and service log information cannot identify a
specific natural person, either. If we combine such non-personal information with other
information to identify a specific natural person, or use it in combination with personal
information, such non-personal information will be treated as personal information during the



combined use. Unless authorized by you or otherwise stipulated by laws and regulations, we will
anonymize and de-identify such information.
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(16) When you book movie tickets, air tickets, railway tickets, hotels, or tourism entrance tickets,
rent cars or apply for a visa, you may also need to provide your real-name information in
accordance with national laws, regulations and regulatory requirements or as required by service
providers (such as ticket sellers, hotels, travel agencies and their authorized agents, basic telecom
operators, mobile telecommunications resale service providers), which may include your identity
information (copy and number of your ID card, military officer’s certificate, passport,
driver’s license, and other documents stating your identity), name and mobile phone
number. These orders may contain your itinerary, hotel address, booker’s identity
information, driver information, passenger name and ID number, invoice delivery address
information, other personal information required from you according to the relevant visa
policy, contact name and phone number.
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(17) When you spend on living necessities or make inquiries on the China CITIC Bank App, such
as electronic social security card inquiry and payment of utility bills, we may collect your
identity certificate information, phone number and address, and may require you to grant
corresponding phone and phonebook permissions to provide you with better services.
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(18) When you apply for a debit card or apply for/activate a credit card through China CITIC
Bank’s e-banking channels (including mobile banking, online banking, portal website, WeChat
banking and applet; the same below), we require you to provide your name, ID certificate type,
ID certificate information, mobile phone number, mailing address and bank card number
to verify the authenticity of your identity.
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(19) When you use services related to credit cards through the China CITIC Bank App, China



CITIC Bank WeChat Official Account, China CITIC Bank WeChat Applet, or China CITIC
Bank Fala WeChat Applet, we may require you to provide your name, ID certificate type, ID
certificate information, mobile phone number, mailing address, credit card number, credit
card line, points, rights, annual fee and bill information to provide you with better services.
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(20) When you apply for a payroll card through the Kaixinyi function of mobile banking or
China CITIC Bank Fala WeChat Applet, we may collect your name, gender, nationality,
occupation, contact address, mobile phone number, ID certificate type, ID certificate
number, validity term and issuing authority of ID certificate and tax residence status, and
may require you to allow camera access to verify the authenticity of your identity and provide
you with better services.
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(21) When you use China CITIC Bank Fala WeChat Applet to process the payroll card
application or binding tasks pushed by your employer, we will, pursuant to the terms of the
relevant cooperation agreement signed with your employer, provide your employer with the
mobile phone number, name, ID number, and bank card number reserved at us when you
apply for or bind the payroll card.
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(22) When you open an electronic account through China CITIC Bank’s e-banking channels, we
may collect your name, gender, nationality, occupation, contact address, mobile phone
number, ID certificate type, ID certificate number, validity term and issuing authority of
ID certificate and tax residence status, and may require you to allow camera access to verify
the authenticity of your identity and provide you with better services.
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(23) When you apply for loans through China CITIC Bank’s e-banking channels, we may collect
your personal information, including name, gender, nationality, occupation, contact address,
mobile phone number, ID certificate type, ID certificate number, validity term and issuing
authority of ID certificate and tax residence status, and may require you to allow camera



access to verify the authenticity of your identity by image acquisition, face recognition and other
means and provide you with better services.
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(24) When you participate in a questionnaire survey through China CITIC Bank’s e-banking
channels, we may collect your personal information, including age, gender and occupation, as
well as your experience and feeling in using CITIC’s related products. The personal information
collected is only used to improve and enhance the user experience.
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(25) When you use the services provided by a third party on the China CITIC Bank App, the
third party may apply for access to your geographical location, mobile phone number and
other personal information. Before submitting personal information to third parties, please
carefully read their personal information protection policies. If you have expressly agreed to
the access to your personal information by the third party, we will grant the third party interface
access to obtain relevant information, through which the third party can obtain your relevant
personal information; Your provision of relevant information to the third party when using the
services provided by it will be considered as your permission to the third party to obtain the
above-mentioned information. You should agree with the third party on the collection and use of
the information generated during your use of the third-party service in accordance with the law.
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(26) When you verify your identity through face recognition on the China CITIC Bank App, your
face image will be collected through the camera. If you use our face recognition service through
the WeChat applet, we will collect your audio and video during the recognition process through
the camera with your express consent, and store them in the background database of our
information system. During the identity recognition and verification process, we will query
and use your identity information and facial image data through authorized authorities
(including but not limited to the People’s Bank of China, the Ministry of Public Security,



and their designated agencies). If necessary, we will transmit your facial image data to these
agencies for verification and receive the results. Specific matters will be subject to the “User
Authorization Agreement of China CITIC Bank for Facial Recognition Verification Service” that
you sign during the facial recognition process.

27) BT TERAT App AW FEI LR 5E IR B2 34T H RAT A0 iy BRI
s, BEATRES REE (7 AR BV AR, REAF . REEE BN RS
() AF. Wit (7)) af. ERAF. R 8RN w5 5E ™ i BN & AT H)
PP B AL, IR E NI S E A BIRER, IATR SRS LS TR, B
. HAERM. EHER. MAEYRIEE . BEERKATA. ik, 17 F75/
K. EHE. BERA. #H. RS, WA, %, BTIHE. FIS. BRERSBE
By BFRRARBENZL. ZHER. 747X (WH) . EERFER. XEXERER
(WH) « RERBETEROZEHRE. MAE>ELFWE TR RDBDERGSE,
A EERAT A AP AR 3 25 7 G S PRI, DU 58 B8 7 8 B ™ i R W K AR Ja 82 IR
S5 Pttt . VBRI i Y B 5 BRI SE M SR A B A B AR R T R

(27) When you use the China CITIC Bank App to subscribe, purchase, or regularly invest in
deposit products and wealth management products independently issued by us, or asset
management products issued by fund companies (or subsidiaries), wealth management
companies (or subsidiaries), insurance companies, insurance asset management institutions,
securities companies (or subsidiaries), futures companies (or subsidiaries), trust companies,
financial asset investment companies, or other asset management product management
institutions but distributed by us, we will collect the minimum necessary information required for
the purchase of products, including your name, date of birth, identity details, personal
biometric data, contact information, address, bank card/account number, nationality,
marital status, education level, job title, income, postal code, email address, mobile phone
number, tax residency information, risk tolerance level, transaction details, dividend
distribution method (if any), investor information, audio/video recordings (if applicable),
transaction snapshots involved in the process, personal asset information, and other
relevant details. This information will be stored, used, and transmitted by China CITIC Bank to
the respective product management institutions to complete the purchase of asset management
products and the provision of follow-up services. Please pay attention to the names and
contact details of the product management institutions disclosed in the product manual or
purchase agreement.

(28) MM P EIRAT App IMEFIRESE. RGSEIE. KEMSEEEM = 8BRS
FEIEM A B EBE LIS, BATHNHEN I, B2 BCEREAN KRS EN (BT
SN RGN/ BRI S AGFE22 ) N ARERE (HE (BSERSM |
W GEWRHMEE. TEbk, Fahh) o THERY GEeS46) o BEIR. TR,
HAGERBRA BB BMHEAER) « DPAMTHER . WARIE. HAEAR AN
KA THOLETHE B/ BREHR. B4ER. Reiexk. RFEx, hHERITHE
fitis AAAEES LS. B R BN _(EENAA TR R T THREENL
HVETE. BTSRRI BEAN S5 2 BT PMAR ISR F &, B WLzl 55 A A5 B
SUSEESIS




(28) When you use the China CITIC Bank App to handle family trusts, life insurance trusts,
family service trusts, or other wealth management service trusts and charitable and public welfare
trusts, we, as a promotion agency, will collect the personal identity information (nationality
(tax residency status), address (address for communication, work, and residence),
employment (social identity), marital status, child-related details, other immediate family
conditions, residence permits, and identity document details), personal property
information, sources of income, other information/materials you provide for establishing
the trust, trust contracts, instructions, transaction records, and service records of you and
relevant parties (including supervisors, policy beneficiaries/insured persons, and trust
beneficiaries). This information will be stored, used, and transmitted by China CITIC Bank to
relevant partners. You can click to view the “Names and Contact Information of Partners”
for more details about the partners. We will seek your consent before you apply for these
services. For further details, please refer to the personal information processing rules applicable
to these services.

(29) MIELEPEAT App HAEAEEIRSE, EHEEEE @ w Xk 7RE. W
feamd N TR R HBATE S RS, RATKRAEMERENVIRFEEE, 2 w0 KR
EFEER, M TWERIMNAESEL, NHT RGN EE. ATMNEEE, B0, WEE
SRICGHIRR Y, BLA A SEBLASBUR 7 WY I H AR BT 20 20 o R I BR A DR B AR ) P 15 IR

(29) When you use the voice service on the China CITIC Bank App, your voice information will
be collected through the microphone. If you use our voice service through human customer
service, we will collect your voice information through the microphone with your express
consent, and the voice information collected will be used only for the purpose of identifying your
intention. We will only retain your voice information for a period required by laws, regulations
and regulatory requirements, or for the shortest period required to achieve the purposes stated
herein.

(30) Ml HFHURAT B L o Dh e R B8 /MR, AT 2WERNEES . FHL
S, EERWIER. IEAFRE. A5, BITRS/KS, HTEEHNER. JOHER
Al LS. SR AW RGN RIS/ iz .
(30) When you use the Smart Payment function of mobile banking or the Smart Payment Applet,
we will collect your name, mobile phone number, SMS verification code, ID certificate type,
ID certificate number, and bank card/account number for purposes such as Smart Payment
login, bill inquiry, online payment, payment record lookup, payer association, and
signing/unsubscribing for collection services.

31D AL FHURAT T 2 B9 sy Th ge skl 98/ MR I, AT U FE a4
FISHE. EHRE. EASHE. BEKRIEN. RITRS/KS, HT L%, HEREHE
BAEMM L%, HRZg9HE.

(31) When you use the Union Fee or League Membership Due Payment function of mobile
banking or the League Membership Due Applet, we will collect your name, mobile phone
number, ID certificate type, ID certificate number, SMS verification code, and bank




card/account number for purposes such as querying union fee and league due payment
information and paying union fees and league dues.

(32) 4T fE HFHRAT 56 S I D e e Bl /MR P I, AT SR IS E . FALS:
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(32) When you use the Party Membership Due Payment function of mobile banking or the Party
Membership Due Applet, we will collect your name, mobile phone number, ID certificate type,
ID certificate number, SMS verification code, and bank card/account number for querying
Party membership due payment information and paying Party membership dues.

(33) MM ENE TR, BITRWEENFNS. EME. |ITRS/KS, H
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(33) When you use the All-Pay Applet, we will collect your mobile phone number, geographic
location, and bank card/account number to verify your identity, display nearby merchant
information, and provide related payment services.

3. G I TP EHAT App MIZDREBUIRSS I, RS E MR T, WATTRaSMM AR
HR Db 55 5% J5t e B8 70 )88 =75 MR S5 i S A O R AR IR 35 TR L (AR “SDK” ) SRR Btk
%o TUSHUT App HHENIIEE =J7 IS5 R4 SDK A HL A T

3. When you use the functions or services of the China CITIC Bank App we may use software
development kits (“SDKs”) provided by qualified and competent third-party service providers to
serve you, in certain specific usage scenarios. The SDKs of third-party service providers accessed
by the China CITIC Bank App are listed as follows:

(1) /NARHERE SDK CNRBHE AR TUEA R, BRTT30: 4001005678) = oy 7 [ £ K I 4
LRSS, NAKHERE SDK 75 2 FIE I AL I AEAE AR . PZSE AR . FiiREs
PR RSIRAZREUESAS BAR, SKIRBLZZ&um MR &EE. MAGE. 5% SDK ki
5. MBEEE. HERZEER., BRERSMYERRE, HTSLBUNKTHLE App %
e %% . 4 APP FT JF B ¢ M OB I Oy e W B 2 W OB X E R
https://dev. mi. com/console/doc/detail?pld=1822,

(1) Xiaomi Push SDK (Xiaomi Technology Co., Ltd. Tel: 4001005678). To push service
notifications to you without delay, Xiaomi Push SDK needs to apply for the memory, network
communication, phone state, vibration and obtaining task information permissions of your
mobile terminal to obtain its device information, application information, push SDK version
number, network information, result of message delivery, notification bar status and screen
lock state to enable the App push service on Xiaomi mobile phones. You can receive push
notifications when the APP is opened or closed. https://dev.mi.com/console/doc/detail?pld=1822.

(2) L SDK (HENFAFRRAIR AT, BRI : 9508000 = Jy 1 ) S HEIE ik
S IBEN, TAVEH] 14 A HER% SDK, % SDK 75 ZERIUE 1 FHL L0 ME— PR E45 B (IMET 5.
PILEBIRAIR, T LA A TFHUR App MIHEREIRSS . 24 APP FTHFEOC I I3 e g He52
HEMEIE(E R .. https://developer. huawei. com/.

(2) Huawei Push SDK (Huawei Software Technology Co., Ltd. Tel: 950800). To push service
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notifications to you without delay, we use the Huawei Push SDK. The SDK needs to obtain the
unique identifier (IMEI number) and network communication permission of your mobile
terminal to enable the App push service on Huawei mobile phones. You can receive push
notifications when the APP is opened or closed. https://developer.huawei.com/.

(3) MolatEik SDK (RN AR E BEARAR AR, BEHRIT: 4008882376) : AT
) 85 B I RIS IR S5 3, SEBR App HEENIRSS, WROGHEIR SDK 75 B R I 18 1) T2 WL 28 i 1Y) DX 2%
VIR . B AE BRI BERR, KRB ESHMRGAEE (&R, wgilg,
RGRA A REAEE) , AT EOIHE PR &R, &S, RGRASE, HiRHEE
YER TR SREU AR IRSF (IMET. IDFA. Android ID. GAID. MAC. OAID. VAID. AAID.
IMSI. MEID. UAID. {53545 8. 1CCID. SIM 15 E), HTIRMIME—F /7, (R
HIREHERS A R AEIEAE BT SR A E B (IP Hodik, WiFi {58, 2E55F S DNS
Hihil. DHCP #bidik. SSID. BSSID) 57 EB(EE (&4, T SDK S50 IR S 2% 1M
IERAE R, PRIEARSS WA E MEAEZEE, [RI SEBLIX SAEIR Th g RIS H ZI A5 B (B
FBBE B EEIF RS APP N B R G ERIRAS . APP N A5 S APP DR

PEAHRABE IR, U—DNREHAZAS APP BUHHESE RS RN FE BRI, FRA TR & IR HoR

BENL G R — 25 BERE, DUARNH P ABRERENHP; FRPHEXEHEER, UMEFRE
AW AR RS0, T HEIR (S B IA IGO0, IREHEIL RNG . J3oh, N T G2
W BRI, 1% SDK fE@ K, EHER. RN E SR LRk, ST
ZORASHIWT (TS App b THEREE 1) o 24 APP FT BRI I8 35 R e 22 52 71 Lk
=HE. https://www. jiguang. cn/license/privacy.

(3) Jiguang Push SDK (Shenzhen Hexun Huagu Information Technology Co., Ltd. Tel:
4008882376). To push service notifications to you without delay and enable App push service,
Jiguang Push SDK needs to apply for thenetwork access, device information and location
permissions of your mobile terminal to obtain device parameters and system information (device
type, device model, system version, and related hardware information), which will be used to

identify the user’s device type, device model, system version, etc., to ensure accurate message
delivery; obtain device identifiers (IMEI, IDFA, Android ID, GAID, MAC, OAID, VAID, AAID,
IMSI, MEID, UAID, hardware serial number, ICCID, SIM information), which will be used to
identify unique users, to ensure accurate delivery of push and accurate statistics of push messages;
obtain network information (IP address, WiFi information, base station information, DNS address,
DHCP address, SSID, BSSID) and location information (latitude and longitude), which will be
used to optimize the network connection request between the SDK and the Jiguang server, to
ensure the stability and continuity of the service, and enable the regional push function; obtain
the application list information (APP crash information, notification switch status, APP list and
active status, APP page information, APP function event related information): when multiple APP
push links are active at the same time on one device, we use merging link technology to
randomly merge them into one link to save electricity and traffic for users; obtain push log
information so that developers can query and use push service records, understand the delivery
status of push messages, and adjust push strategies. In addition, to avoid the impact of network
churns on message delivery, the SDK will determine the network state when it establishes a
long-running connection, reconnects, updates configurations, or reports data (including when the
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App is silent or goes background). You can receive push notifications when the APP is opened or
closed. https://www.jiguang.cn/license/privacy.

(4) OPPO 1% SDK (J"ZRMCARHILA MR AT, BRI 9501) = Jy 1 [ K HEIX IR 55
RN, BAVER T OPPO HEi% SDK, 1% SDK 75 ZEARHUE ¥ B & Wil BALR , 458 T
PR, 1S3 OPPO ALY App HEIE RS - 24 APP ¥ BLOC I I 35 B i 42 52 11 BAHEIR 5 2.
https://open. oppomobile. com/new/developmentDoc/info?id=10288.
(4) OPPO Push SDK (Guangdong OPPO Mobile Telecommunications Corp. Ltd. Tel: 9501). To
push service notifications to you without delay, we use the OPPO push SDK. The SDK needs to
obtain your custom message receipt and network communication permissions to enable the
App push service on OPPO mobile phones. You can receive push notifications when the APP is
opened or closed. https://open.oppomobile.com/new/developmentDoc/info?id=10288.

(5) VIVO #Ei% SDK (Z4EiRIBERIA R AR, BARTT: 4006789688) = Ay 1 [l A i Hk
AR E S, BAVHE T VIVO HEi% SDK, % SDK 75 ZEHRHUE MAFAERURR . 4 IB TRALER »
FHTSEBL VIVO FHLI App HEREARSS . 24 APP 4T FFECHI S AL 2 1 B % 5 .
https://dev. vivo. com. cn/documentCenter/doc/652,
(5) VIVO Push SDK (Vivo Communication Technology Co., Ltd. Tel: 4006789688). To push
service notifications to you without delay, we use the VIVO push SDK. The SDK needs to obtain
your memory and network communication permissions to enable the App push service on
VIVO mobile phones. You can receive push notifications when the APP is opened or closed.
https://dev.vivo.com.cn/documentCenter/doc/652.

(6) fEAEIR SDK (BRifg ol il & A IR A A, BRI 400-788-3333) = A T[]
& K HEIE MRS kN, FRAE A T ki dfi% SDK, 1% SDK 7R ZEIRHUE I HIERASHR . M
W AAPR, T SLBUEE T AL App HEIEIRSS . 24 APP FTITESC AN 5 e g e T 2
#HEIZ(E B . http://open. flyme. cn/docs?id=202,
(6) Meizu Push SDK (Zhuhai Meizu Communication Equipment Co., Ltd. Tel: 400-788-3333).
To push service notifications to you without delay, we use the Meizu push SDK. The SDK needs
to obtain your phone state and network communication permissions to enable the App push
service on Meizu mobile phones. You can receive push notifications when the APP is opened or
closed. http://open.flyme.cn/docs?id=202.

(7) ZRpEHEE SDK GARYIZMBAFHARAIR AR, RT3 950300 = 1 [ ke 4
T R4S, AT T MRS SDK, % SDK 75 EEFRE S i 8 45 A5 IR AF (AATD PushToken )
W2 RR , T SEILR G T HLE APP HEIEAR S5 . 25 APP 4T JT BoR FAIIN 535 Re i 52 V1
BHi%ERE. https://developer. hihonor. com/cn/.

(7) Honor Push SDK (Shenzhen Honor Software Technologies Co., Ltd., Tel: 95030). To push
service notifications to you without delay, we use the Honor Push SDK. The SDK needs to
obtain your device identifiers (AAID, PushToken) and network communication permission to
enable the App push service on Honor mobile phones. You can receive push notifications when
the APP is opened or closed. https://developer.hihonor.com/cn/.
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(8) ThpEMiTE SDK (bRt A Zm e P AR A 7], HKARHIE: 4006808085) : Ny
TSRV RE MR S IR 2%, FRAVEH T VERE M4 SDK, 1% SDK 75 LRI 1) B iE RS A RR -
TEAIAURR BT AURR o 2% T WA PR AR RR, SKIRBUZ 20 K B & {5 2 Android ID.
IMSI. IMEI. WA RE. BATMAHABERF R, H Tk App BBER, HIBTH 7 GPS R,
AR FHIERAT App BIRE S App P H5 R BB AL T RN BE R T E R, B P
P&t AT faEtt. 5ok, AT IE5 App PIZEFREE, 1% SDK SRS I 50 £ W 2%
joo® 8 # Ap K& T OB OB =2 O/ & B o) .
https://doc. bonree. com/sdk/help/privacy policy/privacy policy. htmlo
(8) Performance Monitoring SDK (Beijing Borui Hongyuan Data Technology Co., Ltd. Tel:
4006808085). To provide you with the performance monitoring service, we use the performance
monitoring SDK. The SDK needs to obtain the phone state, location, Bluetooth, network
communication and memory permissions of your mobile terminal to obtain its device
information (Android ID, IMSI, IMEI) and running and application process information,
collect App crash information, judge the user’s GPS status, collect the crash information, H5
performance problem location and analysis or abnormal network communication
information of the mobile banking App, and locate the province where the user resides, thus

improving the running stability. In addition, to record the App’s network environment, the SDK
will continue to monitor the device’s network quality (including when the App is silent or goes
background). https://doc.bonree.com/sdk/help/privacy policy/privacy policy.html.

(9) FREEHLE] SDK CAb R H EMIIEBHCA IR AR, BeART730: 4000998998) = 7 1 [AIfEHe
BEEETA B IRSS, BRI SDK 7 g AL um 1 @ A AU R . M@ AR 77
AR AME R AR, IR BGZ LR WI-FT RZS. BIBRA. W&KAL, WI-FI DHCP {5
B BSSID. frEfFRE. Mac Hulk, WZRE. IP HuhkFIR. P RIEFIRMNSIT A
BEE, HT LBl EMINfE. https://Ibsyun. baidu. com/index. php?title=openprivacys
(9) Baidu Map SDK (Beijing Baidu Netcom Science and Technology Co., Ltd. Tel: 4000998998).
To provide you with location-based services, Baidu Map SDK needs to apply for the location,
network communication, memory and sensor permissions of your mobile terminal to obtain
its WI-FI status, phone state, network type, WI-FI DHCP information, BSSID, location
information, MAC address, network state, IP address list, application installation list and
running application process information to enable the location
function.https://Ibsyun.baidu.com/index.php?title=openprivacy.

(10) B 7R R SDK GRRME LR RRIBA R A, BER T3 4006062540868) : 1% SDK
HEIH T2 s SDK CELRE GRID ARRAR, BRTT: 40015188000  FRibujn(#H
SDK (At miin(s BRHE R AR AR, BRI 010-53604725) o AT G HE 74t
TRRAHRMSS, FiA SDK FEWEERHS . HESRBES. TS, RNk RiERauEm
T (AAAEALPR s PIZE AR . AEHUBURR . RENARA R RFFAUR, I T SE8l A
T G {78 +* i K o fie o
https://ssc. mohrss. gov. cn/protocol-h5/index. html#/protocol/1?client=5.

(10) Electronic Social Security Card SDK (Jinbaoxin Social Security Card Technology Co., Ltd.
Tel: 4006062540868), Ping An Cloud SDK (Ping An Technology (Shenzhen) Co., Ltd. Tel:
4001518800), Naga Reinforcement SDK (Beijing Naga Information Technology Development
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Co., Ltd. Tel: 010-53604725). To provide you with services related to electronic social security
cards, the above three SDKs need to collect your name, social security number and mobile
phone number, and will apply for memory, network communication, camera, vibration and
screen holding permissions of your mobile terminal to enable functions related to electronic
social security cards. https://ssc.mohrss.gov.cn/protocol-h5/index.html#/protocol/1?client=5.

(1) FEMEMAT SDK ( LiEIE 5 M RHCHR AR, BRARTT: 4006326626) = 4 T [A]
TESE AN IR 5%, 75 X EA SDK 75 B3R ERUA 1) L 28 s (1) AL BR A 22 5 KU R
T SRS 1E ThEE . https://www. agora. io/cn/privacy—policys

(11) Agora Audio and Video SDK (Shanghai Zhaoyan Network Technology Co., Ltd. Tel:
4006326626). To provide you with video customer service, the Agora Audio and Video SDK
needs to obtain the camera and microphone permissions of your mobile terminal to enable the
video conversation function. https://www.agora.io/cn/privacy-policy.

(12) 415 SDK CRIITT B IR N R G BR A F], BeART730:4006700700) = 4 1 J5
R 7 2 Di6E, IS SDK 75 22 B iE RS i) AL 2 oy 1) B T PR A AN PR X 25 S AR R, SRR X
BANRAER (Mac Hihh. MAREFIR) MMEER, M T8y E0E. 4
APP R MW, R B E L ME NS> ERET I TR AT APP .
https://support. weixin. qq. com/cgi—bin/mmsupportacctnodeweb—bin/pages/RYiYJkLOr
QwuOnb8.
(12) WeChat SDK (Shenzhen Tencent Computer Systems Company Limited. Tel: 4006700700).
To facilitate your use of sharing function, the WeChat SDK needs to apply for the phone state
and network communication permissions of your mobile terminal to obtain its device
information (Mac address, application installation list) and network information to enable
the one-click sharing function. When the APP is closed, you can open the Mobile Banking APP
by sharing information within WeChat.
https://support.weixin.gg.com/cgi-bin/mmsupportacctnodeweb-bin/pages/RYiY JKLOrQwu0Onb8.

(13) A SDK CGIAE (W) BEREFARARAR, BHRITA: 4007585858) : AT
TIAERAE T ERe . RRARZRTIRE, SO FE SDK 7 2 HIE LB T L2 S AR BURR
https://opendocs. alipay. com/open/54/01g6qgm.
(13) Alipay SDK (Alipay (Hangzhou) Information Technology Co., Ltd. Tel: 4007585858). To
facilitate your use of the sharing, word of mouse voucher collection functions, the Alipay SDK
needs to apply for the memory permission of your mobile terminal.
https://opendocs.alipay.com/open/54/01g6gm.

(14) EasyAR SDK (#l/RfE SR (L) HIRAR, BRI 4009010688) : 41 [
et AR 9451k %5, EasyAR SDK 7% EERHUI I 1L 1) AALAS SR AP 48 @ AR, H
Fs2HL AR FHIETEE. https://www. easyar. en/view/privacyPolicy. html.

(14) EasyAR SDK (VisionStar Information Technology Shanghai Co. Ltd. Tel: 4009010688). To
provide you with the AR scanning service, the EasyAR SDK needs to obtain the camera and
network communication permissions of your mobile terminal to enable the AR scanning
function. https://www.easyar.cn/view/privacyPolicy.html.
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(15) &L ASR SDK (B iHE (b)) AIRTHEAR, BRITA: 95716) « v 1 [mf

AT A E S L HNE RS, IR ASR SDK 75 ZESRIUE 1 FHL 40 I3 78 MR « 677
AR A EERSHR, BT B EFHENEZHID .
https://cloud. tencent. com/document/product/1093/73072.
(15) Tencent ASR SDK (Tencent Cloud Computing (Beijing) Co., Ltd. Tel: 95716). To provide
you with voice interaction customer service, Tencent ASR SDK needs to obtain the microphone,
memory and phone state permissions of your mobile terminal to enable voice recognition and
interaction functions. https://cloud.tencent.com/document/product/1093/73072.

(16) OCR % SDK (Jb3t B RAH AR AR, BeRT730: 4009669910) : 4 1 [IfEfE

LS HIEANERAT RIRIRSS, OCR R SDK 75 ZESREUA I F L2 i (M AHHIARR . T80
HIEHEATEE. https://id. exocr. com/privacy policy. htm.
(16) OCR SDK (Beijing Yidao Boshi Technology Co., Ltd. Tel: 4009669910). To provide you
with ID card and bank card recognition services, the OCR Recognition SDK needs to obtain the
camera permission of your mobile terminal to enable the photographing recognition function.
https://id.exocr.com/privacy_policy.htm.

(17) FIDO SDK ([ [GINERHE (b)) AIRAF, BEHRIT: 010-82900030) : N 1 i

IR 8U5 FFHURATIIAE, FIDO SDK 7% ZWUEE M FH LR &E R, FN 2 HiE
BREUZ 2 ) B RS AR « SRR B IR AIALRR T sk B4R SN I TR 9 Zh g
http://www. gmrz—bj. com/article. php?id=96,
(17) FIDO SDK (National Certified Technology (Beijing) Co., Ltd. Tel: 010-82900030). To
provide you with the fingerprint login for the mobile banking function, FIDO SDK needs to
collect the device information of your mobile terminal, and apply for its phone state,
fingerprint or face recognition permissions to realize the fingerprint or face recognition
function. http://www.gmrz-bj.com/article.php?id=96.

(18) WA Key RHufh SDK CRIERFIHBMAIRAR, BRI 010-82068888) : Ny
T A ESRALIRAT IS Key RIWAIAHOCTIRE, W key RHMufl SDK 75 23R UG 1 T L4 o )
WFHR, AT TFHERSET Key BEXTIhEE. http://www. tendyron. coms
(18) Bluetooth Key Tendyron SDK (Tendyron Corporation, Tel: 010-82068888). To provide you
with functions related to our Bluetooth Key Tendyron, the Bluetooth Key Tendyron SDK needs
to obtain the Bluetooth permission of your mobile terminal to enable the pairing between the
mobile terminal and the Bluetooth Key. http://www.tendyron.com.

(19) ¥i°F Key #8%r SDK (Abnt#Emr #dl i AR AR, BR7730: 4008186655) : N T
SR EEIRAT I T Key 12 Z3 M IIRE, T Key #2%4F SDK 75 ZEAREUE 1 F ML L& o i I8 F AL
M, M T £ B F ¥ £ wm 5 ¥ F Key M Xt Ih #
https://www. watchdata. com. cn/privacy-policy/
(19) Bluetooth Key Watch SDK (Beijing WatchSmart Technologies Co., Ltd. Tel: 4008186655).
To provide you with functions related to our Bluetooth Key Watchdata, the Bluetooth Key Watch
SDK needs to obtain the Bluetooth permission of your mobile terminal to enable the pairing
between the mobile terminal and the Bluetooth Key.
https://www.watchdata.com.cn/privacy-policy/.
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(20) Facet+ SDK (LW LRI AR AF, BRI 4006700866) : 7y 1 [AfEHEHLE
NZEWIZ G IAETFBL, Facet+ SDK R ZESRHUE I FHL L om M AHMUA R AFAERR, AT
SEHVAEYR A ThEE. https://www. megvii. com/privacy policye
(20) Face++ SDK (Beijing Megvii Technology Co., Ltd. Tel: 4006700866). To provide you with
a more secure transaction verification method, Face++ SDK needs to obtain the camera and
memory permissions of your mobile terminal to enable the biometric identification function.
https://www.megvii.com/privacy policy.

(21 HERHM SDK CRER R AR A, BRI 4000199199) = T [t

EE RS, 15 SRR SDK 7 SR I T 200 (1 22 T8 XA BR « 525 A A A PR A I 4%
MR, T soEliES IR INEE. https://www. xfyun. cn/doc/policy/privacy. html,
(21) Voice Broadcast SDK (iFLYTEK Co., Ltd. Tel: 4000199199). To provide you with voice
broadcast services, the Voice Broadcast SDK needs to obtain the microphone, read and write
memory and network permissions of your mobile terminal to enable the voice broadcast
function. https://www.xfyun.cn/doc/policy/privacy.html.

(22) BT/ SDK (PERBOEFFR M AR AF, HKFHT730: 4008888108) : i% SDK H
5L TiEE SDK (BT At AR AR, BKAJ730: 40080132600 . il SDK (RIIT ik
SEHEARBMARAT, BERFTR: 0755-86030030) N T MERHHIEHLLRS, HiE
EEPAESF IR AL LA I SDK 75 ZIRBURHIEAL. AL, FEM. FRR. BEk. FERRA
PR, LIAREFERE (RERS. REMA. IMEI. IMSI. MEID. MAC Hiht. BSSID.
SSID. Android ID). M%RA., BEMEE. SIM F8. IP Hulk. BTHHARGER. M
RZEFIR. AT REFTRFHISEM. FOEHRSE RIS R,
https://www. csc108. com/doc/gwysxy. pdf.

(22) CSC Account Opening SDK (China Securities Co., Ltd. Tel: 4008888108). The SDK cites
Voice SDK (Alibaba Cloud Computing Ltd., Tel: 4008013260), Thinkive SDK (Shenzhen
Thinkive Information Technology Co., Ltd., Tel: 0755-86030030). To provide you with
securities brokerage services, the above SDKs provided by China Securities Co., Ltd. (CSC) need
to obtain your location, camera, album, microphone, camera, memory and network
permissions, and device information (device model, system version, IMEI, IMSI, MEID,
MAC address, BSSID, SSID, Android_ID), network type, operator information, SIM
information, IP address, running process information and application installation list to
complete the registration of mobile phone number, ID card photographing and
video-witnessing steps in the account opening process.
https://www.csc108.com/doc/gwysxy.pdf.

(23) WEBRIR VDA SDK R BRI E R A IR 3T AR, BE&RFT: 0755-86967467):
% SDK "5l 7 B o B Ik % SDK CIRINHT B Mt BEHL RAAHIRAF, R
3:4006700700). A T [MEIRALIESFZ 4RSS, LA EPAS SDK 77 WM FHLA S #
YERGRA . WABCE . M AFRRS . IMET. MAC Huhl. IDFV. AR IP. ICCID. IMSI,
[FI 2 RIF R IR I B AL AEBL. AHAE. ZETER. AR BiERESHUR AP &R,
FARAIME—F AT H5 5 IR MR & iR &G R FHIES. BIERGRAE.
WERE. W—REIRIRAF. IMEL. MAC Hhbk. IDFV. AR IP. ICCID. IMSI. i&fTRH
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BEGE, HTIEHT . WS EUEFAT R EZRPBIRME LS L.
https://www. finclip. com/mop/document/operate/privacy—policy. htmlo

(23) Zhenglian Regulatory Sandbox SDK (Zhuhai Finogeeks Technology Co., Ltd. Tel:
0755-86967467), Tencent Browsing Service SDK (Shenzhen Tencent Computer Systems
Company Limited, Tel: 4006700700). To provide you with securities brokerage services, the
above two SDKSs need to collect your mobile phone model, operating system version, device
configuration, unique device identifier, IMEI, MAC address, IDFV, public network IP, ICCID,
IMSI, and will apply for obtaining your location, camera, album, microphone, memory, phone
state and network permissions to identify a unique user for H5 business tracing and to obtain
device information of the terminal: mobile phone model, operating system version, device
configuration, unique device identifier, IMEI, MAC address, IDFV, public network IP,
ICCID, IMSI, running application and process information for securities account opening,
business handling, and marking and information reporting under regulatory requirements of the
securities industry. https://www.finclip.com/mop/document/operate/privacy-policy.html.

(24) AVAAE SDK RN IB IR LR GA R AR, B R 75 30:40067007000 = Jy 175
> Zhae, W ME SK & ZHiE &K F LK F MR .
https://work. weixin. qq. com/nl/privacyo
(24) Enterprise WeChat SDK (Tencent, Tel: 4006700700): To facilitate your use of the sharing
function, the Enterprise WeChat SDK needs to apply for the memory permission of your
mobile terminal. https://work.weixin.qg.com/nl/privacy.

(25) ZINAF SDK Crp ESRER A3 B IR A W], BRHRTT3: 95516) = 4 1 AR Bt = 3041 1)
e, T ZAEH N4 SDK, 1 SDK 75 SR T2 3m Y] NFC AUFR . FEAETPR . WYL A R |
HIEIRASBPR . https://vunshanfu. unionpay. com/privacy/2.
(25) Cloud QuickPass SDK (China UnionPay Co., Ltd. Tel: 95516). To provide you with the
cloud-linked payment service, the Cloud QuickPass SDK is used to obtain the NFC, memory,
network and phone state permissions of your mobile terminal.
https://yunshanfu.unionpay.com/privacy/?2.

(26) Z4kaill SDK bttt &RA IR AR, BRI 4008881881) : N 1 [k
SR AT IR SS, T S 22 Al SDK RIS T2 i 1) BRTEIR AR, SR 3RIGZ
LW EER: IMSI, H &%, #IKXIZE. https://www. bangcle. com.
(26) Security Detection SDK (Beijing Bangcle Security Technology Limited, Tel: 4008881881).
To provide you with the security detection service, the Security Detection SDK needs to obtain
the phone state permission of your mobile terminal to obtain its device information (IMSI) to
control login and money transfer risks. https://www.bangcle.com.

(27) JnfE SDK CAERUHEHR 2 2 RHEA R AT, BRARTTA: 4008881881) = Jy 1 [ fEsffit
AN App RS, BRAVER T B NE SDK, Mt SDK 7% ZIREUE BIERE. FH S, &
5 BIERER, KRDZL0m 1 H&EE: Android ID. IMSI. IMEI, HIFRjilh%cs
App BERR AR . niF. IRFTEEEEM . https://www. bangcle. como

(27) Reinforcement SDK (Beijing Bangcle Security Technology Limited, Tel: 4008881881). To
provide you with secure App services, we use the Bangcle Reinforcement SDK. The SDK needs
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to obtain the phone state, mobile phone number, SMS and phone state permissions of your
mobile terminal to obtain its device information (Android ID, IMSI and IMEI) to prevent
Android  Apps from cracking, decompiling, repackaging and other threats.
https://www.bangcle.com.

(28) BUF< SDK (HUMI IHARERIE AT B A IR A, B RT3 05671-88999696) N [
R MEP G ThRE, TEMAL SDK, HATRFEATIERIZH: % SDK AFREUERA
ZHE. http://www. erayt. com/ytsoft/index. html

(28) Gold Accumulation SDK (Hangzhou Era Yintong Software Co., Ltd., Tel: 0571-88999696).
To provide you with the gold accumulation function, the SDK is used to plot the gold
accumulation market graph; it does not obtain your personal information.
http://www.erayt.com/ytsoft/index.html

(29) ZINAFIAEE A SDK (b EARBR A B PR A, BX &R 73 95516) : 1% SDK H15]
TH3E SDK (b B Em B A IR AR, BERTTR: 4006103866)  fmiflti & SDK (&
BUERAR, BRI 4008100080) | B4 SDK (B a1HE (bnd) HIRITE
AT, BRI 95716) « AW TR SDK (mFRRHETFEE B ERAR, BR
753 0871-63332302) . #1 5 SDKCH SR P25 BHE CIE 5O A PR A 7], BX £ 77 - 400-650-9827)
N T SR AT I S AT AR SS,  Bik SDK 75 Z3REUE I FHLAR R & RIS . RERK
&, FHES. FF5. Android ID. MAC Hibk. W45 E (IP Huhk. WiFi /58, SSID.
BSSID) . IMEI {58 IMSI {5, GPS BALfE R HEHEHAAIRHME, R < iEREUEKI RIS
REBR ALEBR S AHVIBURAIEERR, T SeBURIBCR (1 — 4RSS . ezt
A RAEBIDIRE . NSCIEEE I SORE TR K, TSR S IR EAT S I e h
BEE LB kS5, F S 108 P, BATIURERMRERS .. RERES . RFEEE.
FRFEE. WIFI EEEL. BERAR. NAREAS. NRAEKREER, AEL2s/,
FNMERERBRIERR . BIERGRA . WEHT. RARAES. BEEE. BEEE.
WIFI EEF BERAR MARAES . %% ID. &RE. BIEHTHEE. SDK A,
wAEHER. WMERABEFE . IMI. M HAF R . AndroidID .
https://yunshanfu. unionpay. com/privacy/2.

(29) Cloud QuickPass Online Payment SDK (China UnionPay Co., Ltd. Tel: 95516), Shumei
SDK (Beijing Shumei Times Technology Co., Ltd. Tel: 4006103866), Gaode Map SDK
(AutoNavi Software Co., Ltd. Tel: 4008100080), Tencent QR Code Scanning SDK (Tencent
Cloud Computing (Beijing) Co., Ltd. Tel: 95716), Own Number Verification SDK (Yunnan
Nantian Electronics Information Co., Ltd. Tel: 0871-63332302), Sensors SDK (Sensors Network
Technology (Beijing) Co., Ltd. Tel: 400-650-9827). To provide you with Cloud QuickPass
online payment service, the above SDKs need to obtain the device model, system version,
phone model, serial number, Android ID, MAC address, network information (IP address,
WiFi information, SSID, and BSSID), IMEI, IMSI, GPS location and facial recognition
features of your mobile terminal, and apply for its phone state, location, camera and memory
permissions to enable the QR code payment, remote control payment, and card management
functions provided by UnionPay. To meet the needs of data buried point acquisition, understand
your various operations and provide you with better product services, if you are an iOS user, we
will collect your device model, system version number, screen height, screen width, WI-FI
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connection status, operator name, application version number and application name; if you
are an Android user, we will collect your operating system, operating system version, device
model, system version number, screen height, screen width, WIFI connection status,
operator name, application version number, device ID, device type, operation logs, SDK
version, device manufacturer, network type, IMSI, list of applications and Android ID.
https://yunshanfu.unionpay.com/privacy/2.

(30) & QQ SDK GARYITT B HIH RN RGA R AR, BRIT:4006700700) = K175
RIS Jr D068, R QQ SDK 75 2 HF I FHL 2 um M AAERUR . B TE RASBURA M 4538
WARPR, KRFEWMZAmPWBEEFEENMERFR, HT LU -89 =h6e.

https://wiki. connect. qq. com/qq%e4%ba%92%e8%81%94sdk%e9%9a%90%c 7%a7%81%e4%bL%9d
%eb6%8a%ad%e5%ald%b0%e6%98%8e o

(30) Tencent QQ SDK (Tencent, Tel: 4006700700). To facilitate your use of the sharing function,
the Tencent QQ SDK needs to apply for the memory, phone state and network
communication permissions of your mobile terminal to obtain its device and network
information to enable the one-click sharing function.
https://wiki.connect.gq.com/qgq%e4%ba%92%e8%81%94sdk%e9%9a%90%e7%a7%81%e4%bf
%9d%e6%8a%a4%e5%a3%hb0%e6%98%8e.

(31) xR SDK (bt B B S B RHRS AR AR, BRTT30: 010-56247920) -

N T ISR R RCR R S, B REX SDK 75 EESREUE 1 F- L2 o A AT PR 22 58 UL
R AEATEURR s EEAR . EAAR. BT G IRSBR . TR BRI T SEBlm R & oK
B IhEE. http://www. situdata. com/#/ .

(31) Smart Audio and Video Recording SDK (Beijing Situ Scene Data Technology Service Co.,
Ltd. Tel: 010-56247920). To provide you with smart audio and video recording services, the
Smart Audio and Video Recording SDK needs to obtain the camera, microphone, album, voice,
location, foreground service and file reading and writing permissions of your mobile
terminal to enable the remote audio and video recording function. http://www.situdata.com/#/.

(32) HRIBCHI4T SDK (rpE AR A IR A ], BER T30 95516) « 1% SDK W3l Hl 1/ 5
ZiJ&E SDK (Wi M 5 B ARHEA R AR, BRI 95163223) o 1 MR ARk 4
M55, Lik SDK 75 EARMUEKI FHLL MRS RERA. FHES. FF5. MAC
Hohk. IP Hihk. IMEI /52, IMSI 2. GPS s€ff58. AndroidID. MEID. IDFV. IDFA,
[ I 2 F 33 SRS A AT RR AR ATUA BR AIAAAEAL R, I - S i 2k e 410 1) — A5 S A
£ EBINEE. https://user. 95516. com/pages/misc/newAgree. html. [EIEF, T ARIES
P S B2 4, BB 4T SDK Fhafe 2R 25 44 B EH . SRS B A5 i R sl
FLoh, FRIEHAT SDK S H T %) 53 6 SDK S fibffy 224 i ik 55, X SDK Hh e ZE A s F{5
BT L4 MZRY . https://dun. 163. com/clause/privacy.

(32) UnionPay Travel SDK (China UnionPay Co., Ltd. Tel: 95516). NetEase Yidun SDK
(Hangzhou NetEase Zhigi Technology Co., Ltd. Tel: 95163223). To provide you with the
UnionPay Transit QR Code service, the above SDKs need to obtain the device model, system
version, phone model, serial number, MAC address, IP address, IMEI, IMSI, GPS location,
Android ID, MEID, IDFV and IDFA of your mobile terminal, and will apply for its location,
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camera and memory permissions to enable the payment by Transit QR Code for subway and
card management functions. https://user.95516.com/pages/misc/newAgree.html. Meanwhile, to
ensure the security of data and user information, and prevent the signing key and authorization
information of the Transit QR Code and other data in the UnionPay Travel SDK from leakage or
malicious modification, the UnionPay Travel SDK uses the security reinforcement service
provided by the NetEase Yidun SDK to encrypt and protect the data and information of the
Transit QR Code in the SDK. https://dun.163.com/clause/privacy.

(33) FEME) 3 SDK (PERIRK AR AT, BRI 95558-9-8) : 1% SDK H15]
T R E s R AR SDK (R ERHIR AR A 7], B RT3 95558-9-8) « HJEH 7 A SDK

b EHEMNEH AR A R, BRF: 400-920-8999) . jackson SDK (FFJE) - AT
SRR E M E ) 9IRS, iR SDK fR ZEWUR B S . FHLS. EAFRE. ik
SH. FEER. ARGE. GARGEXER. RAGR. WE BT ARE, A&
HF ARG ) L& I ZTE X AL AR B, A TH AR ENET %
FIE s M SERTIRE, MIE) v A PR S E A . BN R,
P 3G 453 Thee . https://wealthplaza. cfhe. citic/pages/public/privacy. html.
(33) CITIC Wealth Plaza SDK (CITIC Technology Development Co., Ltd. Tel: 95558-9-8): The
SDK cites Rainbow Data Collection SDK (CITIC Technology Development Co., Ltd. Tel:
95558-9-8), Baidu Digital Human SDK (Beijing Baidu Netcom Science and Technology Co., Ltd.
Tel: 400-920-8999), and jackson SDK (open source). To provide you with services related to
CITIC Wealth Plaza, the above SDKs need to collect your name, mobile phone number, type
and ID number, asset information, liability information, amount to be repaid of credit card,
policy information and actions in Wealth Plaza, and will apply for obtaining the microphone,
camera, album and network communication permissions of your mobile terminal to enable
user login, registration, and real-name functions in CITIC Wealth Plaza, as well as the asset view
query, digital human, online customer service, and user avatar maintenance functions provided
by Wealth Plaza. https://wealthplaza.cfhc.citic/pages/public/privacy.html.

(34) #zhzz 4Bt SDK (b [E/fE Bl EHT ke, BE&RIT: 86-10-62301618) : i% SDK
g THRAESGE—IAIE SDK CBRABSR R A PR A 7], BEAT7a: 010 - 62509999) . A4
TR IR RS 5 P ARSS, 1% SDK 7R ESREUE KRR R EE R (R &
HER, RERS, REME) . MEGEE (REMNEEER LK) « MARMER (M
4R 8415 BEAEXT RIS A RS AppID) , FFAEBME— R & FRIRAF OAID SKARRE &
Mk P25 R, HHk&EEEHELHEH.
http://www. msa—alliance. cn/col. jsp?id=122,

(34) Mobile Security Alliance SDK (China Academy of Information and Communications
Technology, Tel: 86-10-62301618). The SDK cites Legend’s unified authentication SDK
(Legend Holdings Corporation, Tel: 010-62509999). To provide you with better services and
user experience, the SDK needs to obtain the brand information (device manufacturer, device
model, device brand), network information (device network operator name), application
information (application name, signature or ApplID in the corresponding application store)
of your mobile terminal to generate a unique device identifier OAID to ensure the security of



https://user.95516.com/pages/misc/newAgree.html
https://dun.163.com/clause/privacy
https://wealthplaza.cfhc.citic/pages/public/privacy.html
https://wealthplaza.cfhc.citic/pages/public/privacy.html
http://www.msa-alliance.cn/col.jsp?id=122

your account and system operation, and prevent device information from being modified or
fraudulently used. http://www.msa-alliance.cn/col.jsp?id=122.

(35) W#HRgr SDK CRJEN AR HR AR, BRJ7: 400-818-0110 ) : 1 #fk
TEAERZ Gy b T2 R e B AT A EE, WA TR 4L SDK 75 2 I I AL L i ) WIFT s AL ALRR |
HTEIRASAUR . B BUR . @ AR AR, RIRIIZ A& 0 1) B £ {5 5\ Android ID.
IMEI. #%#% /55, IDFA. IDFV. IMSI. MAC Hiht. ¥FHbt. Z4FFE. AW IP, &
i IP. WIFI 58 XHRGH A, BAEMER. RAEMSEE. BEXRER.
MNRZEFIR, HIELSHT R REERAE S %4, AT S ) HAh 5 =77 52t
H FIREE . https://www. trusfort. com/productZn. html
(35) Device Fingerprint SDK (Beijing Trusfort Technology Co., Ltd. Tel: 400-818-0110). To
ensure that you are in a safe and stable operating environment during transactions, the device
fingerprint SDK needs to apply for the WIFI positioning, phone state, Bluetooth, location, and
storage permissions of your mobile terminal to obtain its device information: Android ID, IMEI,
device serial number, IDFA, IDFV, IMSI, MAC address, Bluetooth address, longitude and
latitude, intranet IP, base station assigned IP, WIFI information, file system anchors, basic
hardware information, basic system information, device risks, application installation list
and other related information, which will be used to prevent and control risks and ensure the
security of your transactions. We will not provide the above information to other third parties.
https://www.trusfort.com/productZn.html

(36) Android-pdfview SDK (github JFJi): 7 SH Android & /i PDF SO0, 38
fI# T Android-pdfview SDK; 1% SDK AFREUE AN AME B
(36) Android-pdfview SDK (github open source). To browse PDF files in Android client, the
Android-pdfview SDK is used. The SDK does not obtain your personal information.

(37) iSec H#Hi% SDK (AL HUfF LM LRI A IRAR, BHRITA: 4006705518) -
RO MM . PR INARS . BRI, BATE. BN B EHSEE% e
BVERE ST % SDK ANFREUE I N AMER . https://www. infosec. com. cn/s
(37) iSec GM Algorithm SDK (Beijing Infosec Technologies Co., Ltd. Tel: 4006705518). The
SDK offers symmetric encryption and decryption, key pair encryption and decryption, signature
verification, hash computation, key agreement, digital envelope and other GM security algorithm
capabilities, and does not obtain your personal information. https://www.infosec.com.cn/.

(38)1iSec % M 4iH 5 SDK (AL RS % LRI B AT IR A 7], Bk & U5 3K 4006705518)
PRALXIFR N . BRI B RABEE RS TR, SEOEUR(E B .
SERANE A R A AS T HERA A ; 1% SDK ASFREUE AN AME S ohttps://www. infosec. com. cno
(38) iSec GM Network Communication SDK (Beijing Infosec Technologies Co., Ltd. Tel:
4006705518). The SDK offers symmetric encryption, asymmetric encryption, digital signature,
secure communication and security service functions to ensure the confidentiality, integrity,
validity, and non-repudiation of sensitive information, and does not obtain your personal
information. https://www.infosec.com.cn.
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(39) RMGMRE = M 258 SDK GRERBHR A IR AT, BRI 4006306430) -
TR BN 2 b App AEHE o0 N FH IR G5 1R) ST SM B [ B i 2 R e 0 IRBEAR ST 22 4
P % SDK ANFREUE AN AME B . https://www. sangfor. com. cn/about—us/privacy—policy.
(39) Sangfor GM Network Communication SDK (Sangfor Technologies Inc. Tel: 4006306430).
The SDK offers the capability of establishing GM connection through SM algorithm between
mobile terminal Apps and data center application services to ensure the security of transmission,
and does not obtain your personal information.
https://www.sangfor.com.cn/about-us/privacy-policy.

(40 )] % 2 4= S hi gt SDK CIb 3 e 3 pe P9 288 B A7 PR A w1, B 22 77 3X: 010-88865436):
TR [E % 22 A B AL DI RE, FRORY H P B S ) 22 28 H s 1% SDK ARV B A5 B .
http://www. microdone. cn/o
(40) GM Security Password Keyboard SDK (Beijing Microdone Network Technology Co., Ltd.
Tel: 010-88865436). The SDK offers the GM security password keyboard function to protect the
secure use of wuser passwords, and does not obtain your personal information.
http://www.microdone.cn/.

(41) THRIGIUERS SDK (IE TR EAF R AR, KA 4008786123) o N T ¥
A EOIRAS, THRIERY SDK 7 3R i) T2 (1) WIFL e AAU R . B TERESHUR .
TR ertfR. FRAEUR . MERUR, RERMZLRTEHERELE (BHERES.
BERG. BERE. ®E&) WAL, W—R&RRF IEI 3. AndroidID. IDFA. MAC
bk, A HRBRE. BRRE) , BREMEMRMNEEE (RIEESMK GPS AL E
PAJ% WLAN B2 S WIFT ARZS. WIFI S3k. WIFI #uht. 1P bk, 1P REER. BFEL.
BEREE. EBHER) , BIPEEE (B A7 RN KRR EEE B .
BIFBANRTHER) , UAHMEE (B Avp MAB4MK. Aop MAHAHK. App M
WA, AR A HIAE B AL GG TR RS (5 P 37 55 ponS e PR 358 DA L2 AT D e BT UG IR0 o
https://www. dingxiang—inc. com/about/privacy.
(41) Dingxiang Verification Code SDK (Beijing Dingxiang Technology Co., Ltd., Tel:
4008786123). To identify the abnormal status of the device, Dingxiang Verification Code SDK
needs to obtain the WIFI positioning, phone state, Bluetooth, location, memory and network
permissions of your mobile terminal to obtain its relevant information (including device
model, operating system, device settings, device manufacturer information, unique device
identifier IMEI, AndroidID, IDFA, MAC address, device battery status, jailbreak status),
network information related to the location of the device (including your authorized GPS
location and WLAN access point, WIFI status, WIFI parameters, WIFI address, IP address,
IP proxy information, Bluetooth information, operator information, base station
information), sliding trajectory information (including trajectory information of the user
dragging the slider upon verification, and clicking information within the verification code),
and other information (including App package name, App name, App version number). The
collected information is only used for risk identification of device environment and behavioral
anomalies in the scenario where the verification code is used.
https://www.dingxiang-inc.com/about/privacy.
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(42) EventBus SDK (greenrobot JFEAHZR) : N T 5LH Android & /i H RIS K,
AL T EventBus SDK: 1% SDK AFREUE A AME S .

(42) EventBus SDK (greenrobot open source). To distribute events in the Android client, the
EventBus SDK is used. The SDK does not obtain your personal information.

(43) Pinyin4j SDK (SourceForge FFIRZZ) « N7 LIPS0y, WAMEM T Pinyindj
SDK; 1% SDK ANSREUEE I A5 B
(43) Pinyin4j SDK (SourceForge open source). To convert Pinyin to text, the Pinyin4j SDK is used.
The SDK does not obtain your personal information.

(44) Okhttp SDK (SquareOpenSource HYRZHZY) « Hy 7 52 Android 2 F i H i) R 2% 175
K, FAMEH] T Okhttp SDK; i% SDK ANZREUEHIAN AME B .
(44) Okhttp SDK (SquareOpenSource open source). To request network in the Android client,
the Okhttp SDK is used. The SDK does not obtain your personal information.

(45) Glide SDK (bumptech JFJRZHZ) : ¥ LI Android 2577 s A LR Inak, kAl
T Glide SDK; % SDK AZREUEIMNAME R

(45) Glide SDK (bumptech open source). To load images in the Android client, the Glide SDK is
used. The SDK does not obtain your personal information.

(46) Zxing SDK (Google JFIEAHZY) : T SKBL Android 757 i —4ERS4I ThRE, 1A
f§iF1 T zxing SDK, % SDK AFRELAE I AME E
(46) Zxing SDK (Google open source). To scan the QR code in the Android client, the zxing
SDK is used. The SDK does not obtain your personal information.

(47) fastjson SDK (FTHLELE) : 24 7SI Android 2 P um#dis 7 4k Dhfe, FAEH
7 fastjson SDK, 1% SDK AFKEUE I A(EE..
(47) fastjson SDK (Alibaba): To serialize data in the Android client, the fastjson SDK is used.
The SDK does not obtain your personal information.

WIS R BB =07 IR S5 R RTR A B, AT RETCIRIRATAH R IR 55, (H AN R e 485 1IE 5
M ERAT App FIHAR D REEURSS . AN m) e IR AR OG5 = J7 IR S5 i SR AR 15 R R AAAE
SRR 1, FATHE 5 5 =07 MRS R 4 IR CL AR I AR R TR 2%k (BlORUTT R AATBURAH 2R %30
KA K FE

If you do not agree to the collection of the above-mentioned information by the above-mentioned
third-party service providers, you may not be able to obtain the corresponding service, but this
will not affect your normal use of other functions or services of the China CITIC Bank App. In
case of information leakage due to your agreement to the collection of the above-mentioned
information by the above-mentioned third-party service providers, we and such third-party
service providers will bear relevant responsibilities in accordance with the terms of the signed
effective contract (or the relevant terms of the privacy policy of both parties).

4. B BT ARIT RGN, Oy T 4R RS IR H B AT, DAL BRAT B AR 55 1A e A PR P S 1Y
Ik za, RATSPERDMEMER, SFERRERS. BERK. B&F L (Android



ID. IMEI. IMSI. IDFA. OAID. AAID. B&MEMFFFIS . Mac Hiht. MAHZEFIR) . SIM
RIS FHRITRERAS . BF 1P Hhik. ANERHR, RBEIRES. NWEHRE
Bl BRIES. MASIE. BEAENRSAERFR, XLE BRGS0
WA RS B, DARBEEIE W A AT RS . A T IRBEEAE S imigtt, a5
FE P2 A RS B AR SEmy Bk, TR ERMEA App AR (BHE App AL TR dhig
k& 20 #bordtt ik

4. When you use e-banking services, to maintain its normal operation, optimize our service
experience and protect the security of your account, we will collect the following basic
information, including your device model, operating system, device information (Android ID,
IMEI, IMSI, IDFA, OAID, AAID, device hardware serial number, Mac address,
application installation list), SIM card serial number, mobile banking software version
number, login IP address, network access method, type and status, network quality data,
device accelerator, list of applications, operation logs and service logs. Such information is
the basic information that must be collected to provide you with services, and ensure your normal
use of our services. To ensure the smoothness of your transaction, the operation information
generated during your transaction is not uploaded in real time, but uploaded in batches every 20
seconds while you are using the App (including when the App is in a silent state).

5. TGSt W B AR, O T B S, e e B I AE R . AN A S ()
MR, SuEMRE R, SORERE, AT SRS RRE BRI RE RS R,
4R S A A 8 FARAT ThREERIR SS9 26 . 7. MBS B A RBERITHRHAMAMAE L,
AT AR EAZ B AT Gt b, IR R LIRS S ) SR AR B IR 55 B i

5. When you provide feedback or blow the whistle, to respond to your feedback and provide you
with more accurate, personalized and convenient services, improve service quality, or to prevent
risks, we will collect the information you provide when you offer opinions and suggestions or
reports, the type, method, and operation information of your use of e-banking functions or
services and your other personal information with us. We will make a statistical analysis of
such information, and provide you with appropriate services or products based on the above
information.

6. U THREH, BAIEERERNBITHE. FRBHINMEE:
6. You can choose whether to authorize our collection and use of your personal information
in the following situations:

(D FBHB3k, ATHMERA B|ORRA. R 240, AR ABAE. &/
k5 BB, M, URES—3. NRRIER/BEK/IMN/RIHAE. BIRB
fEH . IELERUE, ERTIRHTEMER . BTSRRI, InEEFETREAE
EHEEY, AT S HAEEEEA. WENRANAZEE S G40 XT3k e S 1
FHE 0 B BN AHAEYIRMEAET RE, M5B P& mRERETAE, BITAERF
&R FHLEmAR KT RERI S B -

(1) Camera, to be used for ID card recognition, bank card recognition, QR code recognition,
face recognition, face authentication, customer service, feedback, photographing, scanning,
and login by face recognition/money transfer/payment/upgrade authentication. Refusal to



grant permission will prevent you from using the above functions. The face data obtained
by us will be encrypted and stored in the background database of our system, which will be
used for retention in the business handling process, auxiliary identification and verification
of customer identity. For the local biometric authentication capabilities on mobile terminals
of certain brands or models, the relevant information is processed by the mobile terminal
provider, and we will not retain the information in the relevant functions of your mobile
terminal.

(2) il ATHE—E. EEE#H. AL BX. WEBRH. BEFEX. Z/PEHE., #F
o BIKER. ERKATHRET V7 R &AM . HARUE, B LRI e
(2) Album, to be used in functions such as Scan, Theme Settings, Al Assistant, Wealth
Advisor, Co-branded Card Zone, Account Manager, Digital Collectibles, Transfer Results,
and Annual Statements. Refusal to grant permission will affect your use of the above
functions.

(3) ZWR, EHRIEETMES FYLFEFEGRPMEM. HARNUE LRTBRIEREH .
BRATRENFLSHIE, MEEEETREE WEET.
(3) Microphone, to be used in the intelligent voice service, login via voiceprint and other
scenarios. Refusal to grant permission will prevent you from using the above functions. The
voiceprint data collected by us is encrypted and stored in the background database of our
system.

(4) FHERF, EIERFTME BK. SXAAEEY, HTHE ST E RF R LR
5, TREFIRN . HERBUGE, HADBEIATMER, BEFEFTRATISHE.

FHRTIOGEBIHERIEE BiE5E, FERFAERENR, RITHEERGNETFRE
IG5

(4) Phonebook, to be used to help you quickly select a phone number through the
phonebook in the phone bill recharge, money transfer and payment process without
requiring manual input. If you refuse to grant permission, relevant functions are still
available, but the mobile phone number needs to be entered manually. Mobile banking only
reads and records designated mobile phone numbers, but does not read the full phonebook
of customers. Our background system only stores designated mobile phone numbers.

(5) FHHEAME, AREEELRIUER KPR ZRBAE S A S th B & BT RAE
HiEE . mEELBERER GERF) B, RITFIRITHAZBERFAZR, RAREN
RIFREE A

(5) SMS. For operations that require an SMS verification code, it may be necessary to read
the SMS containing the verification code to help you fill in the verification code. If you
refuse to grant permission for the communication information (SMS), our mobile banking
will not read the SMS content, and the system will not save the SMS content in the
background.

(6) PN E, REUEFTAEMBENE, FERTHRTRITZZNE, AINERNERR
WA RS B RIS, OREMATY . #REGRILE. B RS IRERILE.



ARG R ERFEZ NN ERR. ELERNE, FIRT LRI TLEER.

(6) Geographical location. Your geographical location obtained by us is mainly used for
risk control of e-banking transactions, and can also show you relevant information about
the city and provide appropriate services, including branch appointment, search result
matching and city service matching. The system saves your location information during
transactions in the background. Refusal to grant permission will prevent you from using
the above mobile banking functions.

(1) BF, AT RE&HE. BKVEHROET UKey RERIE. ARG, BT UKey
XTI RN .. RGEEMRAERS FHIBETEERGER.

(7) Bluetooth, to be used for Bluetooth U-Key verification in device binding and money
transfer scenarios. Refusal to grant permission will prevent you from using relevant
functions of Bluetooth U-Key. The system does not save the Bluetooth configuration of the

customer’s mobile phone in the background.

(8) MZEM, AT5MESwmATER. HERPUE, FIRTHEIRLGEMEH. &
GEEREZFXHMNMERRENIMERFR, 8% IP. wOER.
(8) Network communication, to be used to communicate with the server. Refusal to grant
permission will prevent you from using all mobile banking functions. The system saves the
network information of the device used by the customer during transactions in the
background, including IP and port information.

() FMBR, ATEREEAERR Aop SEFERICE. BB ANE. ELERI
G, FHERITE RAFMBUR M DI Bek LA A .
(9) Memory permission, to be used to cache the text, images, and video content generated
during your use of the App. Refusal to grant permission will prevent you from using mobile
banking functions involving memory permission.

(10) W EBH, ATHERNHERKFZE. RITAE. E3EEAMMET HEFEERE
B EERE, BRHLEEREIFHERIT App KIH BHER.
(10) Message notification, to be used to push account updates, our message, activity
progress notifications and financial recommendations to you without delay. If you refuse to
grant permission, you will not be able to receive push messages from the mobile banking

App.

(11 Hp, ATEEMARL. BE3iferRE. MARKGRPEmEhRE, e
WH B, RNEHEECHEN. E3). MARKEEY. ELERNE, FHIRITEL
BEMARLAHER.

(11) Calendar, to be used to add calendar reminders in the wealth management calendar,
to-do reminders, and scheduled transfer scenarios, so that you can receive calendar
notifications and manage your wealth management, activity, scheduled transfers and other
events promptly. If you refuse to grant permission, mobile banking will not be able to
obtain the system calendar information.



(12) NFC, HTAZFRIE. MR FRELRE . I8, HLERUE, ERINEERH
FoAEEH
(12) NFC, to be used for bus card recharge, gas card recharge and cloud-linked payment
functions. Refusal to grant permission will prevent you from using the above functions.

(13) BIERES, ATERRFERFET. REENKSZe. HARNE, FHIHRTY
K& E B RENTIREK AL
(13) Phone state, to be used to maintain the normal operation of the service, and protect the
security of your account. Refusal to grant permission will prevent you from using mobile
banking functions involving device information collection.

(14) MAZFIR, HATFHRIT App BITHEZERN, RITRAE S MREERIRAS]
REB. BULER “FHIRE-BHRE-PERAT- RRBATIR” KIUHEL, BOH
UG BRATFHRAT App K AT IRBUN AFIRAZE, (EAEMEIER A HEH1T App K
HALTIRE
(14) Application list, to be used for the security detection of the environment where mobile
banking operates. Our system does not save your application list in the background. You
can cancel the permission through “Phone Settings-Authorization-China CITIC Bank-Get
Application List”. After you cancel the permission, our mobile banking App will no longer
read your application list, but this will not affect your normal use of other functions of the
China CITIC Bank App.

(15) BYYItR, AT O RA] HIKe KRGEBN R, FIKRZBUERIBITIR AZ (X

ETFVBIVIMR HIELEE I b RAGHW AT K SRR , HRAERERE
ELRATIK SR, MEIERIE. HEARPUE, FHIRITREGERDPEITIRGER.
(15) Clipboard, to be used for SMS password recognition and quick jump at the time of
money transfer, reading your clipboard content at the time of money transfer (only to read
the numerical part when there are consecutive humbers on the clipboard of the mobile
phone and the system considers them as a bank account number), and asking if you need to
transfer money to this bank account number, thus simplifying your operations. If you
refuse to grant permission, mobile banking will not be able to obtain the clipboard
information.

(16) RMIF P RZFEEAMNA, FATFHIRIT Aop . =3XfF. EARUE, FHHRITH
FHEM B AT RERTEIE A
(16) Installing other apps in the app for the upgrading of mobile banking App and
cloud-linked payment. Refusal to grant permission will prevent you from using the upgrade
and cloud-linked payment functions of mobile banking.

A7) fIEEmERET R, ATROERIGE. ELERBE, FHIRTHRIERI) R
p rrillfe AL P v
(17) Creating a desktop shortcut for the “My Medical Insurance” function. If you refuse to
grant permission, no desktop shortcut can be created for the “My Medical Insurance”
function of mobile banking.



(18) &7 &, ATHEER. UHER. HLRHE, HEERNARRELIET R
BEE.
(18) Floating window, to be used for CITIC Live and video customer service. If you refuse
to grant permission, no floating window can be opened for CITIC Live and video customer
service.

(19) IMEREAERS, ATFIRTE S WE—wmIeE, SURLRB. ZRFIRAIR
iR HERDUE, FHRITE S Wi B L.
(19) Acceleration sensor, to be used for the “Shake” function of the mobile banking client to
realize quick access to functions such as feedback and customer service. Refusal to grant
permission will prevent you from using the “Shake” function of the mobile banking client.

EIRThRE AT A TR E AR A TP R R BN &E% Al ZRR. T
BWFE. FHERG. HEME (LEFE) « B, M&ER. MR, W&, H
Piv B&ER MASIR. BN, MARZERAMMA. SRREERETRMSZEH
Vi RIALPR, DASEILX e ThRE A A 15 BRI . iS00 ER, BT R X AR AR
RIEFZBERAT ] DOSCEE AN A X L5 BRI IR T RE, QBN 7R S8, AT
ANFRAR SR AT AR IR Le(E S, HIOVE IR AL IR 5 X Sz Bt R Dy R

The above functions may require you to grant us access to your camera, album, microphone,
mobile phonebook, SMS, geographic location (location information), Bluetooth, network
communication, memory permission, message notification, calendar, device information,
application list, clipboard, installing other apps in the app, creating desktop shortcuts and
floating windows for us to collect and use the information pertinent to these functions. Please
note that when you grant such permissions, you authorize us to collect and use the foregoing
information to achieve the above functions. If you cancel such permissions, we will stop
collecting and using such information, and we will not be able to provide the aforesaid functions
in connection with such permissions.

WnfE R IE T 2 AMR B SIS 2, AT S FRIER B R &, IR m 787 & Fi
WS FIE FH I E i 7 2RI

If your information is collected or used beyond the above-mentioned circumstances, we will seek
your prior consent and fully inform you of the purpose, method and scope of information
collection and use.

TP, JRAT M IR BE R D RE IR S5 e AN W BE BRI A SR Y, B R — Dh AR BRI ST AR AE A
WU B EWEEEREE, BTSN TR ZHIRAE . P A E 557 547 )
UG BRI N2 YEREFIE 1), JEEREER BRTER MR .

Please understand that the functions and services provided to you by us are constantly updated
and developed. If a function or service is not included in the above statement and your
information needs to be collected, we will separately explain to you the content, scope and
purpose of information collection through page prompts, interactive processes, website
announcements and other means, and obtain your consent before collecting information.

B
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(11) Exceptions to authorized consent

RFEACEREM,. WEER, UFHES, BATTRSCEERHERNNMERTER S
ITAER S IR A = -

According to relevant laws, regulations and regulatory requirements, we may process your
relevant personal information without your further authorization in the following
situations:

L. 5RATBATREEN. WS I L& AHRH;
1. Where it relates to the performance of our obligations under laws, regulations and
regulatory requirements;

2. GERZE. B ZEEEHERE;

2. Where it directly relates to national security and national defense security;

3. HARE. AL PAEMERAIN 2 EEARH;

3. Where it directly relates to public safety, public health and major public interests;

4. SRHIEMTE. BiF. ARARIIT S TR AT B E B R A5
4. Where it directly relates to judicial or administrative law enforcement, such as criminal
investigation, prosecution, trial and enforcement of judgment;

5. TR RE A EATM. BRELEF BRI AN E A0 M=EE RSN ER
B ETEERMEREERANFARER;

5. Where it is necessary to respond to a public health emergency, or protect your or other
individual’s life, property and other material lawful rights and interests, but your prior
consent cannot be obtained due to urgency;

6. FTEHNANANE BREB TS ARATFH;

6. Where the personal information we collect is publicly disclosed by you;

7. NEEATFHBHIE B PERENMNGEE. Fli, SEAHRRENBUGE B ATTEE
18;

7. Where personal information is collected from legally disclosed information, such as
legitimate news reports, government information disclosure, and other channels;

8. AAFLH m LR ERE. ERRESFTH, ESENTEEALEMAGER:

8. Where personal information is processed within a reasonable scope for purposes of
conducting news reporting, public opinion supervision and other acts for the public
interest;

9. R EERBATMEAT & R P LTI

9. Where it is necessary to enter into and perform a contract at your request;

10. A T4 Frifft ™= MEUR F N ZEREBIT LT Flln, K3, LE™HERK
I



10. Where is necessary to maintain the safe and stable operation of the products or services
provided, such as discovering and handling product or service failures;

L1 EEER R B e I AR IETE .

11. Other situations stipulated by laws, regulations and regulatory requirements.

(=) FERmAEA

(111) How to use information

1. B ARBURIN A MR AERAT SR MRS, FRNB X e i BRIR ST I A
1. We will use your personal information when providing you with our financial products
or services as agreed herein, and for the purpose of improving these products or services.

2. AT MRt SRS, BATRENRPFRSRENEABRER . EEEHR
S, BATRZ LR EAERBIDAER.

2. We will continue to collect and use your information according to your authorization
during our provision of financial services to you. When you cancel the services, we will stop
collecting your relevant personal information.

3. AT IERMEMAER . MENERRRS, RIVRSHE, BOERE, RITE
XoF AR S5 P B L EATIC & GEiH 204 L, EXEE BASB S E AR S RANE B .
3. To provide you with more accurate, personalized and convenient services, improve
service quality, or to prevent risks, we will summarize, statistically analyze, and process
information about service usage, but such information will not include any of your
identification information.

4. AR, EARIT SR MBRS BB EH—2 THREBRITRS, RITSEK
RIEBRFARSE S0 A BAR R i BRI RS B

4. To let you know and use our financial products or services or know more about our
services, we will send you service status notifications and commercial information about
related products or services.

5. RATERBBE. R RMET AN BIEBHTLEESGT 2ainT, DRt
R ME. R REERRS, BIEBIRAT L BRI IRS KB EESE.
5. We will make comprehensive statistics of, analyze and process your information after
desensitization, de-identification and treatment by other means, to provide you with more
accurate, personalized, smooth and convenient services, or help us evaluate, improve or
design services and operational activities, etc.

6. EREEHNMNFERE, BITEETHEARTBERERNEBBEI T E RS,
EERRIE BREERINE B2, LEBEABRENMAEER.

6. After collecting your personal information, we will de-identify your information and data
through technical means. The de-identified information will not be able to identify the
information subject, and we have the right to use it directly without your consent, analyze
and make commercial use of the user database.



7. N T TESRAE LT APP A FARLS, AT P REARYE 1810 S 015 B 2 55 B Vi Ie) 2328
P S4BT O, 85 SRR TN % A S AL, DL HC S T BRSO A 7 ety IR S5 B A
& BN,

7. To provide you with a better app experience, we may predict your preferences and
characteristics through algorithm models according to your identity information, transaction
information, visit footprint and historical search, and match the products, services or other
information that you may be interested in to show you.

KTEZA MR, RITSEETIHRTER. SRMEER. EURFEGR. E&RF6
" BEFEERE. REPUER . FP0E FOVEHATHI™ M. 3. Bl RS &6
HHRNGEHE, B2 AEILRETREIMERERRNE. 2 MR R RKEEE
RITEFNIME™ERE . FOEE. HEXERFLE. PHERIT Avp K [T EB#HTE
Ceal P

Regarding comprehensive personalized recommendations, we will provide you with
integrated recommendations for relevant products, activities, information, services, and
collection pages on the mobile banking app's homepage, the membership section’s
homepage, wealth management holdings page, fund positions page, asset overview page,
insurance section page, and deposit section page, to match you with a full range of content
that you may be interested in. The personalized display is a result of comprehensive
judgment based on the current assets, positions, historical transactions, and China CITIC
Bank App browsing and click information that you have retained with us.

RTERBAARME I MEAIEE, RITSEERIE S WABHTMELER, BirR
A ILELE T REBGB I B A= . MR R R KB ERITEEN I B~ E
B FeEE. HEXSEE. THERIT Avp WRALRFEE. HEEREBHITEEHN
i

Regarding personalized recommendations for loans and related services, we will provide
personalized displays on the homepage of the borrowing section to match you with
loan-related products that you may be interested in. The personalized display is a result of
comprehensive judgment based on the current assets, positions, historical transactions,
China CITIC Bank App browsing and click information, and historical search information
that you have retained with us.

KT BFE BT 0 LSRRG MR, BITSERRRA. /M AL FIERS. &
RAFE., BMHE, E&HNE. Bl RESUE. FRE. &5, WHoR
AT R mAHSTES . RIREMEAGHER, B AR R YR ILAC K ] RO 7™ Fh AR
RKAF . MRS RRBERERTEENINE™EE. R, HEXSRFER.
HERAT App DR ATEE R IRITAIE. BRERIER. HEERBRITRSEE. H
BEIS 515 BETEE AN

Regarding personalized recommendations for investment and wealth management
products and related services, we will provide personalized recommendations for products,
related activities, and information on the search page, Xiaoxin Al, Axin Service, the
membership section, wealth management section, fund section, asset overview, insurance



section, deposit section, Latte Plan, and Income Center to match you with products and
content that you may be interested in. The personalized display is a result of comprehensive
judgment based on the current assets, positions, historical transactions, China CITIC Bank
App browsing and click information, historical trajectories, fund flow information,
historical use of our services, and past activity participation that you have retained with us.

RIS, MEAFEEBBREE, BT RRE T AZTMUERERENRINE: £
DAIFEHE4RAT App B “BRA-RE-MEUBE” JREschl “PMEAHERE” B
Meanwhile, if you do not want to receive such information, we also provide content that is
not based on personalized recommendation algorithms: You can click to turn off the
“Personalized Recommendation” option in “Mine-Settings-Personalized Settings” in the
China CITIC Bank App.

8. WM E B ER AR ERS.
8. Other purposes authorized by you and permitted by law.

=\ BT Cookie B

I1. How we use Cookies

ANHRARIEF B, RITSAEBRTHEIERBIBE LA EAA Cookie MM,
Cookie EHHEIFRAF. Wi mBIUKR—LSHEMFRF. FBIT Cookie, MINBEWTFiE
K BRI 9 IR i SR . BRAT A K Cookie FAITABURATIR B HIZ SRS
Fi& . AT RYE H SR B E MR Cookie. B ATE R ENL ERAFEHIFTAE Cookie,
KBS P25 D AR B R AL Cookie HITHEE. HIMREX M, WHFEAF—KHHR
AT B PG I S P BB

To ensure the normal operation of the system, we will store small data files called Cookies
on your computers or mobile devices. Cookies typically contain identifiers, site names, and
some numbers and characters. With the help of Cookies, websites can store data such as
your preferences or items in your shopping basket. We will not use Cookies for any purpose
other than those stated in this Policy. You can manage or delete Cookies according to your
preferences. You can clear all Cookies saved on your computer, and most web browsers
have a Cookie blocking feature. However, if you do this, you will need to change the user
settings every time you visit our website.

= BT ERRPERNAER
I11. How we store and protect your personal information
(—) FtE
(1) Storage
L BATEFEARIAERAREA=ENDMANGEE, BEEEPFEARILNEEA. |

BATEAEE TS (BFEMGEHEIL. BRILKE N ASNCRSTUARERILR) K, E3R
ARERBENAREAFGER. TEEERAM K BERERRT, BRSBTS



BRI, RERPUETRERNNMNEERAARREERE— (—) 2 (D . HH
HHAT, RITSXKBEFHEBRPENEEZE, MEAEBTERERERKPR, RITH
XHERIANNE BRETMER. B0, 7ERESRERER AR SRS Rt R, &
BB BRESERBERBSMAERIE BRE.

1. The personal information collected and obtained by us within the territory of the PRC
will be stored within the territory of the PRC. However, when we handle cross-border
business (including foreign exchange settlement and sales, personal foreign exchange
service for cross-border remittances, and cross-border remittances), on the premise of
obtaining your consent and complying with laws, administrative regulations and relevant
regulatory requirements, your personal information may be transferred overseas, and the
personal information items that may be subject to cross-border transfer after obtaining
authorization are listed in Clause 2(7) under Sub-section (1) of Section I of this Privacy
Policy. In this case, we will take effective measures to protect your information security. If
the retention period required by laws and regulations is exceeded, we will delete your
personal information beyond the retention period required by laws and regulations. For
example, before cross-border data transfer, we will take security measures such as data
de-identification, or require overseas institutions to keep your information confidential
through agreements, verification and other measures.

2. BATIVAEEREM. B ERIMIFRA, URASEILAEUR T B 49 B B 0 B A i
RAREERNAER, WEFBHER B LFRRGRGER —REZ Z LKL FEREE
DRIF 5 4R, RBIERARXGEKAFEREMRF 5 F. RETHEREMER. KBEE
FHK E KT L AR REN R, BFRREER, BATRMERNNE BT HERERE
LA ; BEENL. MEERAAAERELBATRNERNRS. G, XTS5
. R T RATIRS N, BATHE-BERFEREXTIS, DREEIER
MZIRSs, BEEH R TRTIKT S, FATRMERAEN AE R B liRE . e HEE
B ARATIRGS I, AT R — BRI R SRR, MBS IR 2RSS, A
HTERATIK G, BATRIBRAHMEE S SsitiX . BEERTHRITE, WiTaid=x
SR R R E S, MRIERIE W2 RS, BREM R TR G, ATk
LIEREIVERE NS

2. We will only retain your personal information for a period required by laws, regulations
and regulatory requirements, and for the shortest period necessary to achieve the purposes
stated herein. For example, the customer identity information shall be kept for at least 5
years from the year when the business relationship ends or the year when the one-shot
transaction is recorded, and the transaction records shall be kept for at least 5 years from
the year when the transaction is recorded. If the minimum period required by laws and
regulations or necessary to achieve the purposes stated herein, or the business relationship
has ended, we will delete or anonymize your personal information, unless otherwise
provided by laws and regulations or otherwise authorized and agreed by you. For example,
mobile phone number for login: when you need to use e-banking services, we need to keep your
mobile phone number for login to ensure your normal use of the service; when you cancel your
e-banking account, we will delete the corresponding information; login email address: when you



need to use e-banking service, we need to keep your login email address to ensure your normal
use of the service; when you cancel your e-banking account, we will delete the corresponding
information; login area: when you log in to the mobile banking, we will record the information
on the registration place of your card to ensure your normal use of the service; when you cancel
your e-banking account, we will delete the corresponding information.

(2D R
(I1) Protection
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1. We have taken security measures that comply with industry standards to protect your personal
information from unauthorized access, public disclosure, use, modification, damage or loss. We
will take all reasonable and feasible measures to protect your personal information. For example,
we will use encryption technology to ensure the confidentiality of data; we will use trusted
protection mechanisms to prevent malicious attacks on data; we will deploy access control
mechanisms to ensure that only authorized personnel have access to personal information; and
we will deliver training sessions courses on security and privacy protection to enhance employees’
awareness of the importance of protecting personal information. Our mobile banking App has
obtained the fin-tech product certification issued by the State Administration for Market
Regulation and the People’s Bank of China.

2. AT IR IR o B T HRAT G55 1L AT S B Sl A & 55T
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2. If all or part of the e-banking business provided by us is discontinued, our related products or
services will be notified to you through announcements or otherwise, and the collection of your
personal information by related products or services will be stopped to protect the security of
your personal information. If all or part of the e-banking business is interrupted due to technical
failure, network attack, natural disasters and accidents, human factors or other reasons, we will
take emergency procedures and recovery measures to respond to them and recover the service as
soon as possible.

3. AT R I—VIE B A AT A3, B RARBUER TR AER .
3. We will take all reasonable and feasible measures to ensure that irrelevant personal
information shall not be collected.
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4. Please understand that due to technical limitations and possible malicious attacks,
unexpected situations that could not be reasonably foreseen, prevented, avoided or
controlled may occur. The Internet is not an absolutely secure environment. We suggest
that you take positive measures to protect the security of your personal information,
including but not limited to using complex passwords, changing passwords regularly, and
not disclosing your account passwords and related personal information to others, so as to
help us ensure the security of your account.

5. R AT BER AN NE B2 g, JATRAZ A EOR, R A oS
SLUAMEAE . B FAE AR B AN S5 07 U A, BCRIE B, AR AR A Y.
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5. If a personal information security incident occurs or may occur, we will, in accordance with
the requirements of laws and regulations, notify you promptly by email, letter, telephone or push
notification, or issue an announcement in a reasonable and effective manner. The content of the
notification includes, without limitation, the content and impact of the security incident; the
disposal measures that have been taken or will be taken; the suggestions for you to prevent and
reduce risks; the remedial measures provided for you and the contact details of our officer and
working body for personal information protection. In addition, we will also report on the
handling of such personal information security incidents in accordance with laws and regulations
or regulatory requirements.

M. BATIMIE. FHLMATHEERNIAER

IVV. How we share, transfer, and publicly disclose your personal information

(—) FREMEL

(1) Sharing and transfer
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1. Unless with your express consent or authorization, we will not share or transfer your personal
information to any other company, institution or individual, except as otherwise specified by laws
and regulations or except for such information that cannot identify a specific individual identified
and cannot be restored after processing.
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2. If your information must be shared with a third party to the extent necessary for providing you
with services, we will evaluate the legality, legitimacy and necessity of the information collection
by the third party, and sign an agreement with the third party and require it to properly process
and protect your personal information in accordance with our instructions and this Policy or
using any other relevant confidentiality and security measures. We will inform you of the
purpose of sharing personal information, the type of recipient and possible consequences through
announcements, pop-up windows and other means, and obtain your express consent. If sensitive
information is involved, we will also inform you of the type of sensitive information, identity of
the recipient and data security capabilities, and obtain your express consent. We will only share
or transfer your personal information for legal, legitimate, necessary, specific and clear purposes
and necessary to provide services with your authorization, and will strictly restrict the use of your
personal information by our partners for any other purpose. However, we cannot guarantee that
the third party will strictly follow our requirements. If the use of your information infringes
your legal rights, we will do our best to assist you in defending your rights.

(1) PHESATER R/ PAESAT, AFER AL F FALRAT th THE Az DS AT D e, 1)
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t.com/zh-cn/o (EARHEIE: 95017)
(1) Card binding for quick payment/WeChat quick payment. We will only provide Te
ncent with your mobile phone number, name, ID number and bank card number rese
rved at China CITIC Bank when you activate WeChat quick payment on mobile bankin
g. https://www.tencent.com/zh-cn/ (service hotline: 95017)

) PREESAE R /SIS FREESAS, (LA T HURAT th Tl ST FARSE AT DI RERS
AT FE CRED MR PR A m AL S P EIRAT T TS . 24 S IERAT
€5, https://www. alipay. com. (ZHRHLIE: 95188)

(2) Card binding for quick payment/Alipay quick payment. We will only provide Alip
ay (China) Network Technology Co., Ltd. with your mobile phone number, name, ID n
umber and bank card number reserved at China CITIC Bank when you activate Alipay

quick payment on mobile banking. https://www.alipay.com. (service hotline: 95188)

O PREIESAGE R/ = INAHRFE AT, (AL Al T HURAT rh Tl = PR RAE S A DI RERS
tr] o [ R A AT PR A R AE N B BT PR LS s IEBSHRIT RS . hitp
s://vunshanfu. unionpay. com. (ZARHIE: 95516)

(3) Card binding for quick payment/Cloud QuickPass quick payment. We will only p
rovide China UnionPay Co., Ltd. with your mobile phone number, name, ID number a
nd bank card number reserved at China CITIC Bank when you activate Cloud QuickP
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ass quick payment on mobile banking. https://yunshanfu.unionpay.com. (service hotline: 9
5516)

(4) PRFEAT R /RBREE ST, AR FHURAT HIT SR R E AT DI RERT, 7]
A =R LR A IR A A SRR ERAT A PG . 4 IEFSHIRIT RS . ht
tps://i.meituan. coms (ZZARHLTE: 1010-7888)

(4) Card binding for quick payment/Meituan quick payment. We will only provide B
eijing Sankuai Online Technology Co., Ltd. with your mobile phone number, name, ID

number and bank card number reserved at China CITIC Bank when you activate Meit
uan quick payment on mobile banking. https://i.meituan.com. (service hotline: 1010-7888)

(5) PHESATER R/ R PEESAT, AFERALT FH FHURAT h TR R R PAE S AT DS, )
R R LR 5 R A 7 A Rl AEAE P EERAT T FALS 2 GBS HRIT RS .

https://jd. com. (ZARHTE: 950618)

(5) Card binding for quick payment/JD quick payment. We will only provide Beijing
Jingdong Century Trading Co., Ltd. with your mobile phone number, name, ID numb
er and bank card number reserved at China CITIC Bank when you activate JD quick

payment on mobile banking. https://jd.com. (service hotline: 950618)

(6) PAESATERR /TR T PEESAT, AAERAL FH FAHURAT th TR@ 5 T DA S AT DI e, 1)
I T G IR BRI A A SRS ERATIE FHLS . B4A . IEFSHIERIT RS ht
tps://www. suning. com. (BRZRHLIE: 025-66996699)

(6) Card binding for quick payment/Suning quick payment. We will only provide Sun
ing.com Co., Ltd. with your mobile phone number, name, ID number and bank card

number reserved at China CITIC Bank when you activate Suning quick payment on mo
bile banking. https://www.suning.com. (service hotline: 025-66996699)

(DPREESATE R/ BEADFEIRFESAT, (AR T HURAT b I3 BE A RAE S A DI RERS
1ea] b 50 /N SO R AT BR 2 m] S AR AE FP S AR AT T P S« 4 B S ARIT R 5.
https://www. duxiaoman. com. (ZAREL1E: 95055)

(7) Card binding for quick payment/Duxiaoman quick payment. We will only provide

Beijing Duxiaoman Payment Technology Co., Ltd. with your mobile phone number, na
me, ID number and bank card number reserved at China CITIC Bank when you activ
ate Duxiaoman quick payment on mobile banking. https://www.duxiaoman.com. (service h
otline: 95055)

(8) RFESIATGR R/ BRRFESAL, ARG THVEAT h I @B RE S AT T RERS, 17
BERRAT MR EAE P E AT I PG . S RITRS. https://hotels. c
trip. com/. CErHEIE: 95010)

(8) Card binding for quick payment/Ctrip quick payment. We will only provide Ctrip.
com. with your mobile phone number, name, ID number and bank card number rese
rved at China CITIC Bank when you activate Ctrip quick payment on mobile banking. h
ttps://hotels.ctrip.com/. (service hotline: 95010)

(ORISR /Bt Z ZREESAT, AR FHURAT Th T I8 HF 2 2 EE AT DI RERT
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5. https://www. pinduoduo. coms (FARHLIE: 021-53395288)

(9) Card binding for quick payment/Pinduoduo quick payment. We will only provide
Pinduoduo (Shanghai) Network Technology Co., Ltd. with your mobile phone number,
name, ID number and bank card number reserved at China CITIC Bank when you act
ivate Pinduoduo quick payment on mobile banking. https://www.pinduoduo.com. (service

hotline: 021-53395288)

(10) BREESATGRR /BB PAESAT, AEEAE T HURAT T B RS R EE AT ThRERT, [
B E ARG FRA A A SR ERATIEFIS . 4. IEFSHIRIT RS, ht
tps://www. ulpay. com/.  (EARHIE: 400-056-7076)

(10) Card binding for quick payment/Douyin quick payment. We will only provide W
uhan Hezhong Epro Technology Co. Ltd. with your mobile phone number, name, ID n
umber and bank card number reserved at China CITIC Bank when you activate Douyi
n quick payment on mobile banking. https://www.ulpay.com/. (service hotline: 400-056-707
6)

ADREEZATI R/ B AT B PSESAT, AAE AL TFHURAT T8 B AT RS AT D Re R,
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€5, https://www. suning. com. (ZHRAHIE: 025-66996699)

(11) Card binding for quick payment/SuningPay quick payment. We will only provide
Nanjing Suning Payment Technology Co., Ltd. with your mobile phone number, name,
ID number and bank card number reserved at China CITIC Bank when you activate

SuningPay quick payment on mobile banking. https://www.suning.com. (service hotline: 0

25-66996699)

(12) A8, ARG FHIURIT P IFAETRenS, 18 A5 A (5 HRAT B A7 BR & m) S 43t
AP ERATHEFNS . B8, IEHSIRITRS . https://www. aibank. com. (i
Hiidi: 956186)

(12) Haohuihua. We will only provide CITIC aiBank Corporation Limited with your mo
bile phone number, name, ID number and bank card number reserved at China CITI
C Bank when you use Haohuihua function on mobile banking. https://www.aibank.com.
(service hotline: 956186)

(13) BEffkgs, ARG AT RIGBERIIGEN, 7] E 5 BT RbE R4 Bz T se pr
DLFEFMNEE, EELTIRITHOBEFISE. BMES. &4, ARERSH
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(13) Medical insurance business. We will only provide the National Healthcare Security
Administration with the required personal information when using My Medicare functio
n on mobile banking, that is, the mobile phone number, ID number, name, face informati
on and other related information to enable security authentication reserved when you sign
up for mobile banking. (service hotline: 12333)

(14) FFEHEY, (AEEAEHFYRAT P S BRE/NER RN, mTiA e A RA
FRME AR ERAT B IS . 4. IEAS ST ES . http://www. wandafilm. com.
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(EMRHTE: 400-080-6060)

(14) Wanda Film. We will only provide Wanda Film Holding Co., Ltd. with your mobi
le phone number, name, ID number and bank card number reserved at China CITIC
Bank when you use Wanda Film applet on mobile banking. http://www.wandafilm.com.
(service hotline: 400-080-6060)
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(15) When you handle personal foreign exchange services (including foreign exchange
settlement and sales, cross-border remittances), verify identity through face recognition,
subscribe and purchase funds, and sign automatic investment plans, we will provide relevant
institutions with the information necessary to handle relevant business after obtaining your
authorization. For details, please refer to “I. How we collect and use your personal information -
(1) How to collect information - Ttem 2" hereunder.

(16) 3=77 SDK IREFB AT, N T HERMEIFRIRS, FATFHURIT RN 7 — L
SDK, iX%& SDK WAERFE RN NE B e TEWARBRFABEER) “— . AT WSt s
FREMIANNEE— (—) RS 3 &7
(16) Third-party SDK service providers. To provide you with better services, some SDKs are
embedded in our mobile banking, which will collect your personal information under specific
scenarios. For details, please refer to “I. How we collect and use your personal information - (I)
How to collect information - Item 3” hereunder.

JINTEHIKPRE. KHh%4e, WATHRSSEMBAEIZER. BRI ZER LR
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3. For the security of your account funds and transactions, we may share your de-identified
mobile phone number with basic telecom operators and Tencent Cloud to obtain your risk
attributes and identify risk accounts and risk transactions on the premise of complying with
relevant laws, regulations and regulatory provisions based on the agreement with such third
parties.
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4. Please understand that we may share or transfer your personal information externally in
accordance with laws and regulations, or the mandatory requirements of government authorities.

5. IRFEEAEM AN DRG], fEGIE WOl BERAE . BPE BRI G, Wi &
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5. In accordance with laws, regulations, and commercial practices, in the event of a merger,
acquisition, asset transfer, bankruptcy liquidation, or similar transactions involving the transfer of
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personal information, we will inform you of the relevant circumstances and require the new
company or organization holding your personal information to continue to comply with this
policy. Otherwise, we will request the company or organization to obtain your consent again.

(2 ATFHE

(111) Public disclosure
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1. We will not publicly disclose your personal information. If disclosure is necessary, we will
inform you of the purpose and type of personal information disclosure. After obtaining your
express consent, we will disclose your personal information as authorized by you. If sensitive
information is involved, we will also inform you of the content of sensitive personal information,
the need to process sensitive personal information and the impact on your personal rights, and
obtain your express consent in advance. If your personal information is leaked due to reasons
attributable to us and your legitimate rights and interests are damaged, we will bear
corresponding legal responsibilities.

2. T S BRAR , AEVEERVE A R R AR A BBUR B ) BRRIVEA LG s i 1 R I DL
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2. Please understand that we may publicly disclose your personal information under the
mandatory requirements of laws and regulations, legal proceedings or competent government
departments or judicial authorities.

T EIETAT AR AR

V. How you exercise your rights

22 1 o [ R SR A A U I A RE , FRAT DRI | RIS N BAT 1 LU AR
Pursuant to relevant Chinese laws, regulations and regulatory requirements, guarantee your
exercise of the following rights in connection with your personal information:

(—) ViR, BIEREFEHIAER

(1) Access, correct and update your personal information

WAEBCES AT TP PG W ERAT . FHURAT. MUEERAT. MBS RE Y E, H
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You have the right to access, correct and update your personal information through our portal
website, online banking, mobile banking, WeChat banking, counters and other channels, unless



otherwise specified by laws and regulations. You are responsible for updating your personal
information promptly. We will verify your identity before you change your personal information.
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1. After logging in to mobile banking, you can query and change your basic information in
“Settings-Personal Information Settings”, including updating ID certificate information,
permanent address and occupation; query and change your security settings in “Security Center”,
including device management, changing login password, enabling/disabling gesture
password, enabling/disabling fingerprint password, transfer payment via fingerprint/face,
limit management, anti-theft security lock, security authentication, enhanced transfer
business verification, face-scanning payment management and China Citic bank E-POS
management; manage bound bank cards and open an electronic account in “Account”; and
manage the account status, set the default account, account alias, account status, account
limits, account downgrade, small-value password-free payment setting, smart security lock
and All-pay E-POS in “Account Management”.

PRAE SO B —WREE ST B R AT B0 585 =07 SO B 23 U0 Jo i 2 S R A S AT
MR55 . A PERATIE A E SUE RIS N AP, 8 5 =07 SREOTE REE S AT D)
REJG, % FUESE = J7 I SCAY 55 I8 AN TR PRk B P (S HRAT SO 0Ll & P sl SR =T %
RIEE, BTSSP S E B S AR IR FE ST R E K P A . R 5E R SR
Quick payment management - Quick payment is an authorized payment service offered by China
CITIC Bank to third-party payment institutions and some high-quality merchants. For personal
customers with a current savings account or credit card account of China CITIC Bank, after the
quick payment function is activated through third-party authorization, there is no need to jump to
the payment page of China CITIC Bank when customers process payment business through third
parties, and the payment can be directly completed after customers pass the third-party security
verification. The quick payment management service includes querying, binding and unbinding
accounts bound to quick payment.

2. EFM FARAT IS, WLME “B PRS- E” |, 7N NG BB, AL A %
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2. After logging in to online banking, you can change your personal information, set privacy
questions, turn on/off mobile banking, set transfer limits, and manage certificates in “Customer
Service-Security Settings”.

(2 WERERNAER

(11) Delete your personal information
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You may directly clear or delete the information on our product or service page, including bound
bank cards, message records, cache records and search records. You may choose the following
path for deletion: Delete “Bound Bank Cards”: Mobile Banking App-Mine-My Account-Settings
(upper right corner)-Delete  Account; delete “Message Records”: Mobile Banking
App-Mine-Message Center (upper right corner)-Message Classification-Edit (upper right
corner)-Select-Delete button; delete “Cache Records”: Mobile Banking App-Mine-Settings-Clear
Cache; delete “Search Records”: Mobile Banking App-Search Box-Delete button (on the right
side of the historical search field).

FELU R, ST DL 34T RS A5 BT R

In the following situations, you may request us to delete personal information:

L AR IAT A FRAS NAE B AT Jyidi S 1 ATBUA R S 25

1. If our processing of personal information violates laws and regulations or regulatory
requirements or our agreements with you;

2. FETFSAMERER, SRR RS
2. You withdraw your consent after we process your information based on your consent for
processing your information;

3. AL FEA NG BRI H O3, Joik eIl s Jy SEIAL B H 1A PR 22
3. If the purpose of processing your personal information has been achieved, cannot be achieved,
or it is no longer necessary to achieve the purpose of processing;

4. IR PATF L3R W BUIR S5, B ANTASE F AT 1077 it B 55 BT 1 A ORI 5
4. If we no longer provide you with products or services, or you no longer use our products or
services, or you have canceled your account;

5. MNAE BAF IR C s
5. The retention period of your personal information has expired;
6. EHHEAILE I HAREE .

6. Other situations stipulated by laws and regulations.
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If we decide to respond to your request for deletion, we will notify the entities that have obtained
your personal information from us and ask them to delete such information immediately, unless



otherwise specified by laws and regulations or required by regulatory agencies, or these entities
have obtained your separate authorization.

EAERE B Zem TP M BR TALRAT App J5, ZimAHp)E BRIk, HE2)E G NE B
A s LU AR “ FHURAT App— 3R -3 E - S 8 A7 IR ¥ & - S AT IR 7
ERHETRATH G, BT ERATHIIR S HMIER B NAE B o 2 AIRAT AR ST T B
fERJE, AT RASILEIES O RGP MIERA RIS B, H R4 BTN I BRI L8 45
B MBS Z SRR B 15 B R

After you delete the mobile banking App on a mobile terminal, the information on the terminal
will be deleted, but the personal information in the background is not deleted. You can delete
your personal information from our services after you cancel the e-banking user through the
following path “Mobile Banking App-Mine-Settings-CITIC Pass Settings-CITIC Pass
Cancellation”. When you delete your information from our services, we may not immediately
delete the corresponding information in the backup system, but we will delete such information
when updating the backup system, except for information required to be kept by regulatory
agencies.

XTI ESR MR DN NAB S, W B AR E M IR A IR AR s, B8 MR S A5 BN
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For the personal information that you request to be deleted, if the retention period required by
laws and regulations has not yet expired, or if it is technically difficult to delete the information,
we will cease processing it, except for storing it and taking necessary security measures.

IR PAT AP IRAE EIRST, FATRSMBRERADNNGE R, ER L REPL
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If we no longer provide you with products or services, we will delete your personal information,
except for the information required to be kept by laws, regulations and regulatory agencies.

() BREFNFERKTEE

(111) Change the scope of your authorization
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Every business function needs to be completed based on some basic personal information. For
the collection and use of additional personal information, you may enable or disable the location
service, microphone, camera, memory, device information, phonebook reading and
calendar permissions through “Mine - Settings - System Permissions” in the Mobile Banking
App according to different mobile phone brands and models, and grant or withdraw your
authorization at any time.

THRER, B FEIRAT B HAT IR RIS, R R il 1o AR (R =, ),
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Please note that when you cancel our e-banking service independently, it will be deemed that you
have withdrawn your consent to this Policy. For example, if you cancel our mobile banking
service, it will be deemed that you have withdrawn your consent to the Privacy Policy for our
mobile banking. Upon your withdrawal of consent, we will no longer process the relevant
personal information. However, your decision to withdraw your consent will not affect our
previous processing of personal information based on your authorization.

(I0) F S ERATIE
(1V) Cancel your CITIC Pass

N FRAT B AT R 7, AT DU 3RAT A URAT B B B 1 i S 8 AT IE
If you have registered as a user of CITIC Pass, you may cancel your CITIC Pass through our
mobile banking in a self-service manner.
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1. To cancel the CITIC Pass, you can download our mobile banking client, start the client, log in
to your account, find “CITIC Pass Cancellation” in “Mine” - “Settings”, and then cancel the
CITIC Pass after verification of the login password, mobile phone number for security
authentication or U-key.

RSP EIEATIERAT N RA T WAT R, — BREEEEN P EETIE, BRFVERIT.
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Your cancellation of CITIC Pass is irreversible. Once you cancel your CITIC Pass, your mobile
banking, personal online banking, WeChat banking, portal website and other channels will be
canceled synchronously. We will no longer collect your personal information through channels
such as mobile banking, personal online banking, WeChat banking and portal website, and will
delete all your information in connection with CITIC Pass, except for the personal information
with storage time otherwise stipulated by laws and regulations or regulatory agencies.

2. g S B I P P HURAT /S AR, ST i 5 B P A LARAT /I AR IRE
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2. If you only temporarily stop using mobile banking/personal online banking, you may choose to
suspend or close the mobile banking/personal online banking channel. After suspending or
closing mobile banking and personal online banking, your information in connection with CITIC
Pass will not be deleted.

TWIETER, BAT R EIEATUEE M AR DU BR A2 Zhic s Th FHURAT R i App I, AT A
SRR EEATE, A REPEEITEN —UME EA MR K2R SR P E
AT UERT, PO FALIR R 2D B ATV o VEA (S AT UEAS 2 B ShiE i I PREE AT S05E
TEAT LAFE — SRR H B0 28 =07 SCAT U SRR IR E



Please note that when a registered user of CITIC Pass only deletes the mobile banking App on his
mobile device, we will not cancel his CITIC Pass, and all the information in connection with his
CITIC Pass will not be deleted. If you need to cancel your CITIC Pass, you still need to go
through the above procedures for cancellation. Cancellation of CITIC Pass will not automatically
cancel your quick payment binding. You may unbind it in the one-click card binding field or the
third-party payment institution.

(3) KBERADNEBEIZ

(V) Obtaining a copy of your personal information
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You have the right to obtain a copy of your personal information. You can obtain proof of your
deposits, assets, transaction statements and other personal information by searching for “My
Proof” through mobile banking. If you have other clear needs for obtaining personal information,
you can also consult at any branch of China CITIC Bank with your identity documents. Our
branch will assist you in obtaining a copy of your personal information collected by China CITIC
Bank with your authorization.

(N MRS RIE R
(V1) Respond to your request
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If you cannot access, correct or delete your user information through the above methods, or you
need to access, correct or delete other user information generated during your use of our services
or functions, or you think that we have violated any laws and regulations or the agreement with
you on the collection or use of user information, you can contact us through the contact
information stated herein for manual operation. To ensure safety, if manual operation is required,
the verification and processing will be completed within the committed time limit of 15 working
days. In principle, we will not charge for your reasonable request, but a certain cost will be
charged for repeated requests that exceed the reasonable limit as appropriate. We may refuse
those requests that are illegal, irregular, unjustifiable, may be unreasonably repeated, require
excessive technical means (for example, the need to develop new systems or fundamentally
change existing practices), pose a risk to the legitimate rights and interests of others, or are very
impractical.



REA ERZ)E, Hig k. RREDR, il L UL 1 T 3RAT 44 AT RE G2 i S 48 PR K
Notwithstanding the foregoing, in accordance with laws and regulations, we may not be able to
respond to your requests in the following circumstances:

L 53ATBATIRANER . I HE R S5 AH S
1. Where it relates to the performance of our obligations under laws, regulations and regulatory
requirements;

2. 5E LA EE 2R

2. Where it relates to national security and national defense security;

3.5 A . NILTUE. HRA SRR A R

3. Where it relates to public safety, public health and major public interests;

4. HIFATE . EYR. HHIANA RAAT 55 AR BT B A R

4. Where it relates to judicial or administrative law enforcement, such as criminal investigation,
prosecution, trial and enforcement of judgment;

5. A 7070 UE I 2 B A7 AE 100 e B BRI

5. Where we have sufficient proof that you have subjective malice or abuse of rights;

6. T e IR ERHAR AN N A A I S E R S VE AR E AR ME A B A AR = 1
6. Where it is necessary to protect your or other individual’s life, property and other material
lawful rights and interests, but it is difficult to obtain your consent;

7. e BRI SR S B AR A N B EVER R 2 B B E
7. Where responding to your request will cause material damage to the lawful rights and interests
of you, or other individuals or organizations;

8. ¥ S FRAT RS ML AL 11T 5
8. Where it relates to our trade secrets;

9. A VLA R E B HARIEIE -
9. Other situations stipulated by laws, regulations and regulatory requirements.

N BATIMAE R RN B

V1. How we process the personal information of minors
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Minors must use our services under the supervision of their parents or other guardians. We will
protect the confidentiality and security of minors’ information in accordance with applicable
national laws and regulations.

WRARBEN, ERHZ SR NEABH, HEMREXHRRT A FRRKETR

TREABRITRTRTRFRABITRBEENER . TR U A R BRI
SRR, BAT RS2 BNEEAVE. SRS N B # 7] = Bk IRy S 2t B b 221



fHOL T ARRIEAE B A R BEER ML 3P A R B 32 IR A ORI BRAT IR 5 BRI RAT R it
B8, BRI L BAT RS I R BAIRAT, DMEBRAT REUHE M AHE -

If you are a minor, please ask your parent or guardian to read this Policy, and use our
e-banking service or provide us with your information after obtaining the consent of your
parent or guardian. In case your personal information is collected with the consent of your
parent or guardian, we will only process such information if it is permitted by law, explicit
consent of your parent or guardian is obtained, or it is necessary to protect your rights. If your
parents or guardians do not consent to your use of our services or your provision of
information to us in accordance with this Policy, please immediately stop using our services
and promptly notify us so that we can take appropriate measures.

W R IAT KIAE AR G IRAT AR B N A SRR BHA I 47 [A) S A 0 RSBl 17 R e A
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If we discover that the personal information of minors has been collected without the prior
consent of their parents or other guardians, we will try to delete the relevant data as soon as
possible.
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If you are a parent or guardian of a minor, please contact us at the contact details below if you
have questions regarding the processing of information about the minor under your guardianship.
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If you are a child under the age of 14, please use our e-banking service or provide us with your
information after obtaining the consent of your parent or guardian. In case where we use your
information with the consent of your parent or guardian, in addition to complying with the
stipulations of this Policy on users’ personal information, we will uphold the principles of
justification and necessity, informed consent, clear purpose, security and legal use. We will store,
use, and disclose such information by strictly abiding by requirements of the Provisions on
Online Protection of Children’s Personal Information and other laws and regulations within the
period necessary to achieve the purpose of collection and use, and delete or anonymize the
personal information of children when the period ends. If your parents or guardians do not
consent to your use of our services or your provision of information to us in accordance
with this Policy, please immediately stop using our services and promptly notify us so that
we can take appropriate measures.
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VII. Application and update of this Policy
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This Policy applies to all our e-banking services unless there is a separate privacy policy for
the relevant services or there are other special provisions in the corresponding user service
agreement.

RAETIIERZAETLN, BAT BN A BHHAT EH -

In case of any of the following material changes, we will update this Policy in good time:

1 RATHRSEAREERRE . mENMAGRRER. SERMAGERER. PANE
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1. Material changes in our service modes, such as the purpose of processing personal
information, the type of personal information we process, and the way we use personal
information;

2. BRIPrERGH . ARRMETHREERRL. ks HE., B HFuEs RN IE
EREE,

2. Major changes in ownership structure, organizational structure, and other aspects, such
as changes in ownership caused by business adjustments, bankruptcy, mergers and
acquisitions;

SANGBEIE, BitBATHENEEN R RERL.
3. Changes of the main subjects to which the sharing, transfer or public disclosure of
personal information is made;

4. B2 5N E B AL 75 TH BB R FAT 5 R EERZR .
4. Material changes in your rights to participate in the processing of personal information
or the way such rights may be exercised;

5. WA AFAAENNGBREN TR BT R EBREER AT .
5. Changes in our department responsible for the security of personal information or its
contact information or complaint channel;

6. MG B Z &R ER SR AR XU .

6. High risks as indicated in a personal information security impact assessment report.

7. F AR REXHE N A ME B R AR E KRR AR AL .

7. Other changes that may have a significant impact on your personal information rights.
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In line with the changes in Chinese laws and regulations and the needs of our service
operation, we will update this Policy and related rules from time to time. In the event of any
changes in business functions, cross-border transfer of personal information, or purpose of
use, this Policy will be revised accordingly, and we will inform you through pop-up
windows in the App or applet, or an announcement on our official website. If you do not
agree to the revised Privacy Policy, you have the right to and should stop using our products and
services immediately. If you tick the box to agree to the revised Privacy Policy and continue to
use our products and services, you are deemed to have accepted our revisions to the relevant
terms hereof.

I\s FBORKES
VII11. Language of this Policy

FBERATIEAE, EXABRNESE, HERBURK P ESCFKEES -, B
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This policy is available in both Chinese and English versions. The English content is
provided for reference purposes only. In the event of any discrepancies between the
Chinese and English versions of this policy, the Chinese version or the intended meaning in
Chinese shall prevail.
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IX. How to contact us
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If you have any questions about the content of this Policy and the protection of personal
information, or any related complaints or comments, you can contact Customer Service at
95558, log in to our official website (WWW.CITICBANK.COM), China CITIC Bank App,
or consult or give feedback at any branch of China CITIC Bank.
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If the issue involves third-party services, you can provide feedback through the third-party
service hotline indicated on the third-party service page or call the *"95558™" hotline for
third-party contact information.
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If you have any questions about personal information protection, you can contact us via the
"All Services - Mine - Feedback' section in the mobile banking app, or directly search for
"Feedback™ in the app to enter the ""Personal Information Protection Feedback' module.
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We have established a Consumer Protection Office and a customer complaint management
mechanism. We will solve your problem in a timely and proper manner after acceptance. In
general, your problem will be accepted and solved within the committed time limit of 15
working days. If you think that your legitimate rights and interests have been harmed, you
can file a complaint or report to the Internet information, telecommunications, public
security, market supervision and other regulatory authorities, or seek resolution by filing a
lawsuit with the court having jurisdiction in the place where the defendant resides.
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Please read this Policy carefully before ticking /choosing “Agree” to make sure that you are
fully aware of and fully understand the meaning and the corresponding legal consequences
of this Policy. If you tick/choose “Agree” and submit it, you are deemed to accept this
Policy, and we will legally use and protect your personal information in accordance with
relevant laws and regulations and this Policy.

T B
X. Appendix
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Special terms and keywords mentioned herein include:
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1. Personal information refers to various information of identified or identifiable natural persons
recorded electronically or in other ways, excluding anonymized information, such as the name,
date of birth, ID number, personal biometric information, contact information, address, history
and contents of communication, account number and password, property information,
whereabouts, credit information and transaction information.
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2. Sensitive personal information refers to personal information that, once leaked or illegally
misused, may infringe upon individuals' dignity or endanger their personal or property safety,
such as biometric information, religious beliefs, specific identity details, medical and health



information, financial account information, travel trajectories, and personal information about
minors under the age of fourteen.
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3. Anonymization is a process by which personal information is processed in such a manner that
a specific individual cannot be identified, and the processed information cannot be
de-anonymized.
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4. De-identification is a process by which personal information is processed in such a manner
that a specific individual cannot be identified without the help of additional information.
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5. Personalized display refers to an activity of displaying information or providing search results
for products or services to specific personal information subjects based on their web browsing
history, preferences, consumption records and habits.



